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IMPORTANT NOTICE

Free online technical support is provided for easyWISP customers. Go
to the easyWISP website and click on the support tab. The EZ-Cloud
management system has been designed to be very intuitive in order to
minimize the requirement for technical support. Technical support staff
will refer customers to this manual and so we request that customers
read this manual carefully before contacting technical support.
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1. Introduction to the easyWISP management system.

1.1. What is easyWISP?

The traditional approach to WISP network design and operation requires one router
installed at a Network Operations Center (NOC) that has a fast fiber connection to the
Internet backbone. The router is programmed for access control and rate plan control
for each subscriber. All PtMP towers are backhauled to the NOC. Where a PtMP tower
has a backhaul connection a second router can be programmed and managed remotely
for that site. The WISP has a physical limit for the distance that PtMP towers can be
installed from the NOC due to the latency introduced by many point to point wireless
hops between the PtMP tower and the NOC.

The easyWISP access controller and cloud management system offers the WISP
entrepreneur much great flexibility with regard to the design of the network infrastructure
and the operation of the WISP business. The design flexibility opens up many new
types of Internet backhaul alternatives.

e Network Operations Center (NOC) design with a fast fiber access to the Internet
and PtMP towers connecting back to the NOC via a wireless distribution network.

e PtMP towers that have Internet access (mobile phone towers) can have access
control installed at the tower to service customers using that tower.

e Geo-stationary or LEO satellite backhaul connections can be installed at towers
with access control installed at the tower to service customers using that tower.

e A PtMP tower can be installed at a great distance from the NOC via a closer
telecom Point of Presence (PoP) with access control installed at the tower to
service customers using that tower.

EasyWISP is very flexible as the Cloud management system has been designed from
the ground up to manage multiple access control routers. In addition the easyWISP
access controller is completely different in operation to a network router. Each
easyWISP access controller has software to implement all access control functions
giving much better performance that a programmed router. In addition the easyWISP
access controller introduces redundancy and resiliency to the network design as it can
operate autonomously from the cloud. The reason for this is that it downloads the
customer database that is required for the customers being managed by that easyWISP
controller. The interaction between the easyWISP access controller is limited to the
Cloud sending updated information to the controller when a new customer is added, or
the rate plan of an existing customer changes. In addition the easyWISP controller
sends network statistics data periodically to the Cloud. Only one additional parameter is
added to the Cloud customer database when compared with an alternative WISP
management system, this is the name of the easyWISP access controller that the
customer will access, and will manage the service for the customer. An unlimited
number of easyWISP gateways can be managed by one Cloud account, and there is no
limit to the number of subscribers that can be managed by one Cloud account. The best
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feature for the WISP is that the use of the Cloud is FREE; there is no recurring or
monthly cost for the use of the Cloud. The use of the Cloud account is included with
each easyWISP access controller.

The Cloud also has a significant management benefit. The network and business
operation can be managed from anywhere that there is Internet access. This means
that the WISP can eliminate central office costs and adopt a hybrid workforce approach
to managing the business.

1.2. The easyWISP WISP management system.

The easyWISP access gateway combined with the Cloud provides network and
subscriber management features for start-up, growing and large WISP's. The easyWISP
Cloud functionality provides all the business and network management features that the
entrepreneur needs to operate a successful business.

The easyWISP cloud has distributed management architecture providing the WISP with
maximum flexibility for the network design. The NOC mode can be implemented with
one high performance easyWISP gateway installed in the NOC. As the customer base
grows and the NOC performance is increased easyWISP controllers can be stacked to
increase data throughput. No need to discard a router and purchase a new higher
performance router. The big advantage of easyWISP is that access controller can be
installed anywhere to expand the WISP’s network; at a PtMP tower, at a new NOC site
which will service a new group of PtMP towers, at a different location in another state
where the backhaul service is provided by the Starlink LEO satellite network.
Management of many easyWISP access controllers is completely transparent for the
WISP, it is only required to specify in each customer record the name of the easyWISP
controller where they will get access.

The distributed cloud hosted system architecture permits the WISP to dramatically
reduce start-up and operational costs, while speeding the implementation process
compared with a conventional WISP deployment. Costs are reduced because the WISP
can start in business with a simple network design that may not include a Network
Operations Center (NOC) and the backhaul network that connects point-to-multipoint
wireless towers to the NOC. The WISP can choose installation where an existing PtMP
wireless tower provides a service to a local Internet Service provider (ISP). This is
common with mobile phone tower where the WISP can rent pace for the PtMP antenna
and equipment.

Due to the simplicity of easyWISP it is now possible for an entrepreneur to begin WISP
operations with limited technical knowledge and with a small financial investment. The
WISP can begin operations upon installing the point-to-multipoint (PtMP) antenna at a
tower site together with an easyWISP controller and an ISP connection. The WISP can
quickly see a return on investment and become profitable in the first few months of
operation. The easyWISP Cloud technology is built around design requirements that will
enable an entrepreneur to start a new WISP business, with minimum technical
knowledge and minimum investment.
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EasyWISP gateway and Cloud features:

Multi-language system, English and Spanish is available now. Other languages
will be added.

easyWISP minimizes the investment and operating costs for the WISP, total cost
per subscriber is the lowest in the industry.

easyWISP provides the most economical method of starting a WISP business
and offers a powerful financial incentive for any entrepreneur considering a WISP
start-up.

easyWISP permits the entrepreneur to build a network with small investment
increments by installing easyWISP access controllers when and where needed.

The easyWISP cloud has powerful WISP business management features to
establish a profitable WISP business quickly and support growth.

The easyWISP Cloud network technology is plug and play, no advanced
technical networking skills are required; the WISP owner must be able to install
and configure the PtMP radio and the CPE radios, and install point-to-point (PtP)
wireless links to connect the PtMP tower to the NOC.

The Cloud technology permits the entrepreneur to simplify the network design.

There are no charges for using the Cloud after the easyWISP gateway purchase,
the cost of the Cloud is included with each easyWISP controller.

The easyWISP gateways have a high data throughput.
The easyWISP gateways operate with any type of wireless equipment.

The distributed network design has advantages for developing markets like Latin
America.

Time to market is fast with easyWISP, the WISP can begin billing sooner in the
business development cycle.

Simplicity of easyWISP installation is especially important in parts of the world
like Latin America, where access to technical knowledge is limited, and
investment capital is not available.

The WISP can expand the network incrementally, adding a new PtMP radio
tower requires the installation of the PtMP radio with a low cost easyWISP
access control gateway. There is no limit to the number of easyWISP gateways
that can be managed by a Cloud account.

The easyWISP Cloud platform is highly scalable; it can be expanded from a
single PtMP tower with a few subscribers to a network with many towers and
thousands of subscribers. The WISP will not loose an easyWISP investment
when expanding the subscriber base.
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1.4. No recurring charges to use the easyWISP Cloud.

All WISP management software systems require the payment of a monthly fee to use
the system. The charges are usually calculated per subscriber, or per block of
subscribers. Therefore as the WISP’s business grows, so do the monthly charges. The
charge can be in the range of $1 to $2 per subscriber per month.

The WISP has an alternative to paying monthly charges: build a network operations
center (NOC) with servers that have free open-source software. The WISP will require a
high level of technical knowledge to write router scripts that implement subscriber
authentication at the network level and configure Linux servers. Building a NOC using
free open source software has a significant purchase and operating cost, computer
servers have to be purchased and maintained.

The easyWISP and Cloud system has been designed to have no on-going charges, no
monthly charge, no software charge, and no charge per subscriber. In addition the
easyWISP access controller with Cloud management system is very easy to install and
use by people who do not have a technical networking background. This is made
possible because each easyWISP gateway is a very powerful dedicated router that
performs all transaction processing to manage subscribers. The Cloud is limited to
batch processing tasks and therefore has a minimum operating cost and so the
purchase cost of each easyWISP access controller includes lifetime access to the
easyWISP cloud management system. Alternative cloud systems charge a high fee per
subscriber per month.

EasyWISP is a very advanced technology solution that is the result of many years of
R&D development. We have built on years of development work to reduce the cost of
operations for the WISP when comparing alternative systems, through our ability to
integrate powerful access control hardware with a cloud server platform.

1.5. Service rate plans.

The easyWISP Cloud system design permits the WISP to offer a range of rate plans for
each subscriber. The WISP can determine the type and number of rate plans offered to
subscribers, and set the tier selected in the subscriber database. Some examples of
tiers are:

e Tier 1: data maximum download speed 1Mb/s, maximum upload speed 100Kb/s,
monthly charge $5.

e Tier 2: data maximum download speed 5Mb/s, maximum upload speed 500Kb/s,
monthly charge $15.

e Tier 3: data maximum download speed 10Mb/s, maximum upload speed 1Mb/s,
monthly charge $25.

e Tier 4: data maximum download speed 20Mb/s, maximum upload speed 2Mb/s,
monthly charge $45.
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The data maximum speed and monthly charge are registered as part of the subscriber
record. The billing cycle process will access the charge value in the subscriber record to
issue invoices for the subscriber. There is no limit to the number or types of rate plans
that the WISP can offer to subscribers.

1.6. Hotspot login.

The easyWISP Cloud is designed to manage two types of user, the subscriber who is
paying a monthly service charge, and the anonymous user who connects to a hotspot
for temporary Internet access. The two types of users are managed differently by
easyWISP.

The monthly subscriber is a fixed broadband customer who connects to the WISP PtMP
wireless tower over an encrypted link to a CPE wireless device installed by the WISP.
The MAC address of the CPE wireless is registered as part of the subscriber database
entry. A subscriber is authenticated onto the network through recognition of the CPE
wireless installed by the WISP. The only occasion that a subscriber will see a login page
is when the monthly payment is past due and the service has been suspended by the
easyWISP billing system. Payment is always due on the monthly anniversary of the
activation first use date.

The WISP can also install an unencrypted PtMP wireless for mobile broadband
customers. These customers are anonymous and will purchase an access code to get
Internet access for a limited period of time. When a Hotspot user connects to the
unencrypted PtMP wireless with a MAC address that is not recognized the connection is
passed to a captive portal and the user is presented with the guest login screen. The
user can then enter the access code into the login screen.

1.7. Long product life expectancy.
easyWISP has a long life expectancy for several reasons:

e The easyWISP access controller hardware is extremely robust and field-tested
over many thousands of units already installed. The high performance hardware
uses multi-core processors.

e Our policy of free lifetime software upgrades ensures that the easyWISP access
controller hardware always includes free upgrades with the latest features.

e We provide free online support for product questions and there is no charge for
support to help our customers with their network design issues.

e We offer a 1-year warranty on access controller hardware.

The WISP can relocate easyWISP access controller units to a different tower site and
use with a different set of subscribers so the investment is not lost if the WISP has to
make changes to the wireless distribution network.
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1.8. easyWISP gateways operate with any type of wireless equipment.

The easyWISP access controllers will operate with any type of PtMP wireless access
point and client radios. This means that the WISP can build a wireless network using
low cost wireless equipment, which will further reduce the WISP’s investment costs.

Wireless products from different manufacturers can be used together on the same
network. This ensures that the WISP always has access to the lowest cost products,
irrespective of the manufacturer. This is in contrast to some manufacturers who offer a
comprehensive WISP solution, however all products must be from the same
manufacturer, which will increase the WISP’s investment expense.

The ability to work with any type of wireless product also protects the WISP’s
investment. When wireless equipment becomes end of life or fails then it can be
replaced with any type of equipment. This is not the case with most WISP solutions.

1.9. Total cost per managed subscriber is lower than any alternative.

By purchasing the easyWISP access controller and using the Cloud management
system, the WISP’s total management system cost per subscriber is the lowest
possible. In addition the WISP can eliminate infrastructure costs to minimize investment
by implementing the easyWISP and Cloud system. The WISP implements access
controllers and Cloud management system that requires no specialist skills to install and
operate. The low cost easyWISP Cloud technology will empower many thousands of
potential WISP entrepreneurs to begin building WISP businesses.

1.10. Designed for global markets where operating cost must be low.

The easyWISP Cloud products support both English and Spanish language use. More
languages will be added. A WISP can source locally available wireless and network
products to build out the network offering a cost and deployment speed advantage.
Individuals with limited technical knowledge and limited financial resources will be able
to start a WISP business and grow it successfully. The easyWISP Cloud technical
solutions will ensure that potential WISP owners have no obstacles to impede
establishing their business and subsequent growth.

1.11. Contention Ratio Planning.

The contention ratio describes how an Internet service provider can oversell the
backhaul capacity. Overselling backhaul network capacity will increase the profit of the
Internet service provider business. All Internet service providers oversell capacity and
there are rules that should be followed to determine the contention ratio.

The following example explains the meaning of contention ratio.

A wireless Internet service provider tower has a backhaul of 100 Mb/s. The Internet
service provider sells rate plans of 2 Mb/s to subscribers. This means that when 50
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subscribers are connected to the network and each is using their maximum data
capacity of 2 Mb/s then the backhaul circuit will be operating at the maximum data
capacity of 100 Mb/s. In practice not all subscribers will be connected at the same time,
and many of the connected subscribers will not be using the maximum data capacity.
Data capacity use depends on the type of application being used. Email will generate a
very low aggregate data rate while video streaming will generate the maximum data
rate. Voice over IP (VolP) applications like Skype will generate a medium to high data
rate.

Knowing the data use characteristics of subscribers it is possible to oversell the
backhaul capacity by a factor of 5:1 or 10:1, this factor is the contention ratio. With a
contention ratio chosen of 5:1 then the 100 Mb/s backhaul capacity can be sold as 500
Mb/s capacity. This means that 250 data rate plans of 2 Mb/s can be sold to
subscribers.

There are simple rules for maximizing the contention ratio in order to improve the
business profitability.

The rate plan that is sold to subscribers must be a very small fraction of the backhaul
capacity. For example, with a backhaul of 100 Mb/s then it is not possible to sell the
service to more than one subscriber if the rate plan is 100Mb/s. The contention ratio can
only be 1:1 as adding a second subscriber will cause the data rate of the first subscriber
to fall considerably.

However if the Internet service provider sells rate plans of 1 Mb/s then there is a high
probability that not all subscribers will be connected, and not all connected subscribers
will be using high data rates. The Internet service provider can then sell a 1 Mb/s
service to many more subscribers than the theoretical 100, possibly to 500 1Mb/s
subscribers with a contention ratio of 5:1. In practice the Internet service provider will
offer several rate plans, from low-cost low speed plans to high-speed high cost plans.
The Internet service provider should try to concentrate sales to more customers at the
low-cost low-speed end of the scale so that the contention ratio can be increased which
will increase profits. The Internet service provider can also set priorities for different
types of data traffic (streaming, VolIP, etc) in order to improve the contention ratio.

1.12. easyWISP access control gateway products.

WISPs can implement the easyWISP Cloud management system by upgrading the
NOC access control router with an easyWISP product. Alternatively the easyWISP
access controller can be installed at the tower when the tower has a fast Internet
connection, which is usually the case with mobile phone towers.

For easyWISP products are currently available for both NOC and tower installations.
Information about the products is shown on the following pages. Data sheets for
easyWISP products can be downloaded at the easyWISP website
(www.easywisp.com).
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EZ-250R: Access control gateway with a throughput suitable for dual NOC wireless or
landline backhauls up to 250Mb/s. There is no limit to the number of remote PtMP
towers that can be connected to the EZ-250R. Subscriber authentication uses the
PPPoE protocol to avoid upgrading the tower wireless distribution network. 110/220 volt

operation, suitable for NOC installations.

EZ-250R Technical Specifications

Features

Integration with the Cloud management system
The cloud monitors each EZ product for failure
Plug and play with the setup wizard

Authentication of each client CPE radio

Monitoring of each CPE link for failure

Download local database of subscribers from Cloud
Apply the rate plan for each subscriber
Activate/deactivate subscribers on Cloud command
Maonitor for any attempt of unauthorized access

Ethernet
WAN1, RJ-45 Gb
LAMT, LAN2, LAMN3, LAN4, RJ45 Gb

Throughput
250 Mb/s for subscriber data traffic

Authentication

CPE MAC address authentication
External RADIUS authentication for
WPA2-enterprise

Operation

Commercial grade equipment suitable
for installation in any non-industrial
environment, 32degF to 100degF

Power
110w/ 220w supply 5V

Dimensions: 19in rack mounting
Enclosure: 44cm x 24cm x 4.5cm

Warranty
1 year for product defects

EZ-1000R: Access control gateway with a throughput suitable for quad NOC wireless or
landline backhauls up to 1000Mb/s. There is no limit to the number of remote PtMP
towers that can be connected to the EZ-1000R. Subscriber authentication uses the
PPPoE protocol to avoid upgrading the tower wireless distribution network. 110/220 volt

operation, suitable for NOC installations.

EZ-1000R Technical Specifications

Features

Integration with the Cloud management system
The cloud monitors each EZ product for failure
Plug and play with the setup wizard

Authentication of each client CPE radio

Maonitaring of each CPE link for failure

Download local database of subscribers from Cloud
Apply the rate plan for each subscriber

Activate/de activate subscribers on Cloud command
Maonitor for any attempt of unauthorized access

Ethernet: dual WAN for fail-over

WAN1, RJ-45 Gb
LANT to LANS, RJ-45 Gb

Throughput
1000 Mb/s for subscriber data traffic

Authentication

CPE MAC address authentication
External RADIUS authentication for
WPAZ2-enterprise

Operation

Commercial grade equipment suitable
for installation in any non-industrial
environ ment, 32degF to 100degF

Power
110w220v supply 25V

Dimensions: 19in rack mounting
Enclosure: 430mm x 300mm x 44mm

Warranty
1 year for product defects
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EZ-250G: Access control gateway with a throughput suitable for dual NOC wireless or
landline backhauls up to 250Mb/s. There is no limit to the number of remote PtMP
towers that can be connected to the EZ-250G. Subscriber authentication uses the
PPPoE protocol to avoid upgrading the tower wireless distribution network. 12 volt

operation, suitable for NOC and for towers installations.

EZ-250G Technical Specifications

Features

Integration with the Cloud management system
The cloud monitors each EZ product for failure
Plug and play with the setup wizard

Authentication of each client CPE radio

Manitoring of each CPE link for failure

Download local database of subscribers from Cloud
Apply the rate plan for each subscriber
Activate/deactivate subscribers on Cloud command
Manitor for any attempt of unauthorized access

Ethernet

WAN: RJ-45 Gb
LANT, LANZ, LAN3, LAN4: RJ-45 Gb

Throughput
250 Mb/s for subscriber data traffic

Authentication

CPE MAC address authentication
External RADIUS authentication for
WPAZ2-enterprise

Operation

Commercial grade equipment suitable
for installation in any non-industrial
environment. 32degF to 100degF

Power
12v 110w 220v supply 5W
Dimensions: shelf mounting
Enclosure: 22cm x 13.5cm x 3cm

Warranty
1 year for product defects

EZ-1000G: Access control gateway with a throughput suitable for quad NOC wireless or
landline backhauls up to 1000Mb/s. There is no limit to the number of remote PtMP
towers that can be connected to the EZ-1000G. Subscriber authentication uses the
PPPoE protocol to avoid upgrading the tower wireless distribution network. 12 volt

operation, suitable for NOC and for towers installations.

EZ-1000G Technical Specifications

Features

Integration with the Cloud management system
The cloud monitors each EZ product for failure
Plug and play with the setup wizard
Authentication of each client CPE radio
Monitoring of each CPE link for failure

Download local database of subscribers from Cloud

Apply the rate plan for each subscriber

Activate/deactivate subscribers on Cloud command

Monitor for any attempt of unauthorized access

Ethernet: dual WAN for fail-over
WAN1, RJ45 Gb
LAN1 to LAN3, RJ-45 Gb
Throughput
1000 Mb/s for subscriber data traffic

Authentication

CPE MAC address authentication
External RADIUS authentication for
WPA2-enterprise

Operation

Industrial grade equipment suitable for
environment, 32degF to 100degF with
fanless low-voltage operation

Power
12volt supply, 2A, 24W

Dimensions:
Enclosure: 154mm x 127mm x 36mm

Warranty
1 year for product defects
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easyWISP is a
comprehensive business and
network management system
for Wireless Internet Service
Providers (WISP’s). The EZ-
250R access control router is
managed by the easyWISP
EZ-Cloud to implement
subscriber data controls.

P

EZ-Cloud Overview

Sales: Add and manage
subscribers.

Provisioning: Schedule subscriber
installation work orders.

Activation: Activate new
subscribers onto the network.

Authentication: CPE MAC
verification with RADIUS server for
WPA2-enterprise.

Subscriber rate plan
management: Create multiple
cost/performance tiers for
subscribers.

Fixed broadband billing:
Subscriber pre- and post-paid
billing, with invoicing, collection
notification and past-due disable.

Mobile broadband sales: Access
code generation and authentication
for non-subscribers.

Network monitoring: Detection
and alarm of easyWISP and
subscriber data link failures.

Customer relationship
management: A CRM portal that
subscribers use to access account
data and submit a support ticket.

Reports: Report categories include
billing, maintenance, data traffic
and support.

For further information: See the
easyWISP Cloud data sheet for

additional information about Cloud
features.

EZ-250R
250Mb/s WISP Network Access Controller

The technology to start a WISP is now plug and play

Until recently, starting a WISP business required many years of
network experience with a high degree of technical skill. The
current generation of cloud managed WISP systems has reduced
the technical knowledge requirements to start a WISP business.
Now easyWISP has further simplified the process of starting and
growing a WISP business; easyWISP controllers are self-
configuring and the easyWISP EZ-Cloud management system is
as simple to use as accounting software. The only technical skills
required are for the configuration of wireless access points.

Functions of the easyWISP access controller

Each easyWISP router is a dedicated access controller that
processes several tasks, which are essential for fixed broadband
subscriber management:

« Authenticate each subscriber CPE wireless onto the network.
* Apply the rate plan that each subscriber chooses.

« Enable/disable access according to the billing system status.
« Monitor the connection status with each subscriber CPE.

* Update the EZ-Cloud with network status and traffic.

« Captive portal to display CRM access and off-line status.

* Mobile broadband access code authentication.

A world-class WISP management system with no charges

WISP's are accustomed to paying a fee which might be $1 for each
subscriber each month when using a cloud management system.
Not with easyWISP, the unlimited EZ-Cloud service is included free
with each easyWISP access controller. There is no limit to the
number of subscribers and multiple easyWISP access controllers
can be added to one easyWISP EZ-Cloud account. This is possible
because each easyWISP controller is a computing element in the
Cloud network and processes all access transactions. The EZ-
Cloud manages batch tasks, which greatly reduces the cloud
operating overhead. After programming each easyWISP controller
manages network access without EZ Cloud supervision,

WwWWw.easywisp.com
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comprehensive business and
network management system
for Wireless Internet Service
Providers (WISP's). The EZ-
1000R access control router
is managed by the easyWISP
EZ-Cloud to implement
subscriber data controls.

EZ-Cloud Overview

Sales: Add and manage
subscribers.

Provisioning: Schedule subscriber
installation work orders.

Activation: Activate new
subscribers onto the network.

Authentication: CPE MAC
verification with RADIUS server for
WPA2-enterprise.

Subscriber rate plan
management: Create multiple
cost/performance tiers for
subscribers.

Fixed broadband billing:
Subscriber pre- and post-paid
billing, with invoicing, collection
notification and past-due disable.

Mobile broadband sales: Access
code generation and authentication
for non-subscribers.

Network monitoring: Detection
and alarm of easyWISP and
subscriber data link failures.

Customer relationship
management: A CRM portal that
subscribers use to access account
data and submit a support ticket.

Reports: Report categories include
billing, maintenance, data traffic
and support.

For further information: See the
easyWISP Cloud data sheet for

additional information about Cloud
features.

Wisp

EZ-1000R
1Gb/s WISP Network Access Controller

The technology to start a WISP is now plug and play

Until recently, starting a WISP business required many years of
network experience with a high degree of technical skill. The
current generation of cloud managed WISP systems has reduced
the technical knowledge requirements to start a WISP business.
Now easyWISP has further simplified the process of starting and
growing a WISP business; easyWISP controllers are self-
configuring and the easyWISP EZ-Cloud management system is
as simple to use as accounting software. The only technical skills
required are for the configuration of wireless access points.

Functions of the easyWISP access controller

Each easyWISP router is a dedicated access controller that
processes several tasks, which are essential for fixed broadband
subscriber management:

« Authenticate each subscriber CPE wireless onto the network.
« Apply the rate plan that each subscriber chooses.

« Enable/disable access according to the billing system status.
« Monitor the connection status with each subscriber CPE.

* Update the EZ-Cloud with network status and traffic.

« Captive portal to display CRM access and off-line status.

* Mobile broadband access code authentication.

A world-class WISP management system with no charges

WISP's are accustomed to paying a fee which might be $1 for each
subscriber each month when using a cloud management system.
Not with easyWISP, the unlimited EZ-Cloud service is included free
with each easyWISP access controller. There is no limit to the
number of subscribers and multiple easyWISP access controllers
can be added to one easyWISP EZ-Cloud account. This is possible
because each easyWISP controller is a computing element in the
Cloud network and processes all access transactions. The EZ-
Cloud manages batch tasks, which greatly reduces the cloud
operating overhead. After programming each easyWISP controller
manages network access without EZ Cloud supervision.

www.easywisp.com
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easyWISP is a
comprehensive business and
network management system
for Wireless Internet Service
Providers (WISP's). The EZ-
250G access control router is
managed by the easyWISP
EZ-Cloud to implement
subscriber data controls.

EZ-Cloud Overview

Sales: Add and manage
subscribers.

Provisioning: Schedule subscriber
installation work orders.

Activation: Activate new
subscribers onto the network.

Authentication: CPE MAC
verification with RADIUS server for
WPA2-enterprise.

Subscriber rate plan
management: Create multiple
cost/performance tiers for
subscribers.

Fixed broadband billing:
Subscriber pre- and post-paid
billing, with invoicing, collection
notification and past-due disable.

Mobile broadband sales: Access
code generation and authentication
for non-subscribers.

Network monitoring: Detection
and alarm of easyWISP and
subscriber data link failures.

Customer relationship
management: A CRM portal that
subscribers use to access account
data and submit a support ticket.

Reports: Report categories include
billing, maintenance, data traffic
and support.

For further information: See the
easyWISP Cloud data sheet for

additional information about Cloud
features.

EZ-250G
250Mb/s WISP Network Access Controller

EZ-250G wasp Access Control Gateway

The technology to start a WISP is now plug and play

Until recently, starting a WISP business required many years of
network experience with a high degree of technical skill. The
current generation of cloud managed WISP systems has reduced
the technical knowledge requirements to start a WISP business.
Now easyWISP has further simplified the process of starting and
growing a WISP business; easyWISP controllers are self-
configuring and the easyWISP EZ-Cloud management system is
as simple to use as accounting software. The only technical skills
required are for the configuration of wireless access points.

Functions of the easyWISP access controller

Each easyWISP router is a dedicated access controller that
processes several tasks, which are essential for fixed broadband
subscriber management:

¢ Authenticate each subscriber CPE wireless onto the network.
* Apply the rate plan that each subscriber chooses.

« Enable/disable access according to the billing system status.
* Monitor the connection status with each subscriber CPE.

* Update the EZ-Cloud with network status and traffic.

« Captive portal to display CRM access and off-line status.

* Mobile broadband access code authentication.

A world-class WISP management system with no charges

WISP's are accustomed to paying a fee which might be $1 for each
subscriber each month when using a cloud management system.
Not with easyWISP, the unlimited EZ-Cloud service is included free
with each easyWISP access controller. There is no limit to the
number of subscribers and multiple easyWISP access controllers
can be added to one easyWISP EZ-Cloud account. This is possible
because each easyWISP controller is a computing element in the
Cloud network and processes all access transactions. The EZ-
Cloud manages batch tasks, which greatly reduces the cloud
operating overhead. After programming each easyWISP controller
manages network access without EZ Cloud supervision.

www.easywisp.com
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easyWISP is a comprehensive
business and network

management system for Wireless

Internet Service Providers
(WISP's). The EZ-1000G 12volt

operation access control router is

managed by the easyWISP EZ-
Cloud to implement subscriber
data controls.

2

EZ-Cloud Overview

Sales: Add and manage
subscribers.

Provisioning: Schedule subscriber
installation work orders.

Activation: Activate new
subscribers onto the network.

Authentication: CPE MAC
verification with RADIUS server for
WPA2-enterprise.

Subscriber rate plan
management: Create multiple
cost/performance tiers for
subscribers.

Fixed broadband billing:
Subscriber pre- and post-paid
billing, with invoicing, collection
notification and past-due disable.

Mobile broadband sales: Access
code generation and authentication
for non-subscribers.

Network monitoring: Detection
and alarm of easyWISP and
subscriber data link failures.

Customer relationship
management: A CRM portal that
subscribers use to access account
data and submit a support ticket.

Reports: Report categories include
billing, maintenance, data traffic
and support.

For further information: See the
easyWISP Cloud data sheet for

additional information about Cloud
features.
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The technology to start a WISP is now plug and play

Until recently, starting a WISP business required many years of
network experience with a high degree of technical skill. The
current generation of cloud managed WISP systems has reduced
the technical knowledge requirements to start a WISP business.
Now easyWISP has further simplified the process of starting and
growing a WISP business; easyWISP controllers are self-
configuring and the easyWISP EZ-Cloud management system is
as simple to use as accounting software. The only technical skills
required are for the configuration of wireless access points.

Functions of the easyWISP access controller

Each easyWISP router is a dedicated access controller that
processes several tasks, which are essential for fixed broadband
subscriber management:

« Authenticate each subscriber CPE wireless onto the network.
« Apply the rate plan that each subscriber chooses.

« Enable/disable access according to the billing system status.
* Monitor the connection status with each subscriber CPE.

¢ Update the EZ-Cloud with network status and traffic.

* Captive portal to display CRM access and off-line status.

* Mobile broadband access code authentication.

A world-class WISP management system with no charges

WISP's are accustomed to paying a fee which might be $1 for each
subscriber each month when using a cloud management system.
Not with easyWISP, the unlimited EZ-Cloud service is included free
with each easyWISP access controller. There is no limit to the
number of subscribers and multiple easyWISP access controllers
can be added to one easyWISP EZ-Cloud account. This is possible
because each easyWISP controller is a computing element in the
Cloud network and processes all access transactions. The EZ-
Cloud manages batch tasks, which greatly reduces the cloud
operating overhead. After programming each easyWISP controller
manages network access without EZ Cloud supervision.

www.easywisp.com
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2. easyWISP network design.

2.1. WISP network design criteria.

easyWISP technology offers great network design flexibility for the WISP with a range of
network configurations. Follow conventional WISP network design building out a
Network Operations Center (NOC), or else implement a minimum cost distributed
network design that eliminates the NOC. Most WISP's will build a hybrid solution where
a NOC services tower via a high bandwidth fiber connection and where there is an
opportunity to connect towers to a local wholesale provider, in the case of sharing space
on mobile phone tower, or else connecting a tower via a LEO satellite service that has
become available.

The key element for the easyWISP network design is the flexibility of access control;
one or many easyWISP access controllers can transparently implement access control,
and the easyWISP controllers can be distributed throughout the network where it is
convenient to have the backhaul access.

The design and construction of WISP networks is primarily determined by the location of
access to a high bandwidth Internet connection, usually fiber of 1Gb/s or higher. The
network radiates from this point over point-to-point (PtP) links out to the point to multi-
point (PtMP) tower, which provides local access for each customer client premise
equipment (CPE) wireless. The WISP can only begin building a network where there is
a high bandwidth circuit available, and access to the high bandwidth circuit determines
where the WISP will build the NOC.

Backhaul technology is evolving and the WISP now has, or will soon have, access
several competing backhaul technologies. Satellite technologies permit the WISP to
install service for customers almost anywhere. Geo-stationary satellites, such as
HughesNet, are already used by WISPs to provide Internet access at PtMP towers.
Very soon WISP's will have access to the Starlink service that is currently being
implemented. The Starlink business service will offer up to 500Mb/s backhaul access for
a tower, with a very low latency. A WISP can begin planning new network expansions
with the Starlink service.

The following sections illustrate several network configurations that centralize and
distribute the access control functions according to the local services available.

With conventional access control implemented using routers that are programmed via a
command line with scripts then managing multiple distributed routers is a difficult task
and one that most WISP’s would avoid.

With easyWISP however the access control is transparent. The WISP only has to add
the easyWISP access controller name to the subscribers profile and the easyWISP
cloud system the manages of access control.

The easyWISP access control gateways are simple to install and operate because they
minimize network configuration parameters. Each easyWISP gateway is a DHCP server
and issues |IP addresses to CPE wireless unit that are configured in router mode. The
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CPE issues the IP addresses for the customer devices and network. Authentication of
the customer is done through CPE MAC address recognition. Therefore any point-to-
point links between the PtMP wireless tower and the NOC must have WDS enabled so
that the MAC address of the CPE is passed back to the easyWISP gateway. MAC
authentication is simple to implement; the alternative is to implement a RADIUS server,
which will require PtMP wireless units to support and be configured for WPA2-
enterprise. The easyWISP MAC authentication includes measures to detect and prevent
fraudulent use, which may be the case if the WPA encryption key that is used for the
CPE to the tower connection, is shared with unauthorized personnel.

2.2. Network Operations Center (NOC) with remote PtMP towers.

Most WISP’s build a network architecture that has a NOC installed at a point where the
access to the wholesale fiber circuit is available. From the NOC a star network is built to
each PtMP tower using point-to-point wireless links. Each tower must have line of sight
LoS) to the NOC which restricts the placement of towers. Without LoS it may be
possible to add a repeater or relay site that has LoS to both the PtMP tower and the
NOC. Point-to-point wireless links must have WDS enabled. Each PtMP tower is
located with a good LoS to the area where the prospective customers are located. A
CPE wireless is installed at each of the customer premises to provide a wireless
connection to the PtMP tower.

The network diagram for the easyWISP NOC configuration is shown in the next
diagram.
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A easyWISP gateway is installed at the NOC to implement access control for
subscribers connecting to the PtMP towers. Two rack mounting gateway models are
available, the EZ-250R with 250Mb/s throughput, and the EZ-1000R with 1Gb/s
throughput. The choice depends of the bandwidth of the wholesale circuit.

2.3. High throughput Network Operations Center (NOC) with remote PtMP towers.

As the WISP adds subscribers to the network then it will be necessary to increase the
bandwidth of the wholesale circuit, or else add additional wholesale circuits. As the
WISP increases data capacity it is not necessary to replace the easyWISP access
controller with a faster product because the easyWISP controllers can be stacked, and
are added as wholesale circuits are added. This reduces deployment costs for the
WISP because there is no requirement to build a NOC that can handle the expected
data for one or two years ahead. The WISP builds the NOC with the data capacity for
the current customer base and increments capacity as customers are added. Having
multiple easyWISP gateways increases resiliency of the installation as gateways are
redundant. If a gateway fails then it can be replaced in a few seconds by giving a
replacement gateway the same name as the failed gateway. Customers continue to
have Internet access.

The network diagram for the easyWISP NOC configuration with multiple wholesale
connections and multiple easyWISP gateways is shown in the next diagram.
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2.4. PtMP towers that have a network connection.

As the WISP builds out the wireless network there will be opportunities to lease PMP
antenna space on a tower that has a wholesale connection to the Internet. Although the
cost of leasing space on a mobile phone tower is higher than an antenna tower or high
building, the WISP has two advantages. The tower has power with a backup supply,
and the WISP does not have to build a PtP wireless network from the tower to the NOC.
A further advantage is that the WISP can provide service to areas where there is no
LoS back to the NOC, with no possibility of installing a wireless relay site.

The tower installation requires a 12volt operation easyWISP access controller, this can
be the EZ-250G with 250Mb/s throughput, or the EZ-1000G with 1Gb/s throughput. It is
unlikely that the tower operators can offer a circuit bandwidth greater then 1Gb/s.

The network diagram for the easyWISP NOC and tower connection configuration is
shown in the next diagram.
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2.5. Installation of a satellite backhaul at a PtMP tower.

Some WISP’s already install a satellite backhaul at a PtMP tower using the HughesNet
Geo-stationary satellite service. Data bandwidths up to 100Mb/s are available however
the latency is high. Also the service availability is limited, covering most parts of North
America and four countries in South America.

WISP’s located in some geographies now have access to a high bandwidth satellite
backhaul using the Starlink Business service. A backhaul speed of up to 500Mb/s is
available with low latency. Starlink has a lower cost residential service with the backhaul
speed up to 150Mb/s, however under the terms and conditions resale of this service is
not permitted. Eventually Starlink will have global coverage of the Starlink service and
therefore a WISP will be able to install a tower anywhere. The Starlink satellite antenna
is installed at a high point on the tower so that there is a visibility of 180 degrees in the
sky. The tower installation requires a 12volt operation easyWISP access controller, this
should be the EZ-1000G with 1Gb/s throughput when the Starlink Business service is
contracted.

The next diagram shows the NOC installation with a satellite connection for one tower.
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2.6. PtMP towers with backhauls eliminating the NOC.

As the Starlink Business service becomes available globally it will be possible to build a
WISP network that has no NOC, where each PtMP tower connects to a local backhaul,
which can be a fiber circuit provided at the tower or a LEO satellite antenna installed at
the tower.

When a WISP is able to build a network with no NOC then a large part of the investment
expense will be eliminated and the WISP will reduce the time between initiating the
investment and billing the first subscribers for the service. The WISP business can be
managed from anywhere with an Internet connection. Staff will still be needed for the
business tasks; customer support, installation technician, finance for billing and
collections, and sales to capture customers. However the WISP can further reduce
operating costs when employees work in a hybrid mode, with most of the work done
remotely and occasional meetings at a central location for job training, staff progress
follow up and presentation of new services.

The next diagram illustrates a WISP network that has no NOC, each PtMP tower has a
backhaul connection to the Internet and an easyWISP access control gateway is
installed at each tower to manage subscribers.
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2.7. easyWISP does not require router port forwarding at remote sites.

If a network router is installed at a PtMP tower site and managed remotely then it is
necessary to request the tower service provider to provide a port forward service, as it is
unlikely that the WISP will receive a public IP with the backhaul service.

The installation of an easyWISP access controller does not require the configuration of
a port forward service by the tower provider. This is possible because the easyWISP
access controller has routing functions, but also has a suite of access control
management software that polls the easyWISP cloud when any type of cloud service is
required.

The next figure illustrates a mobile phone tower installation with the easyWISP access
controller connected to the tower router for the wholesale backhaul connection.
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2.8. WISP configuration for a multi-tenant building.

When a WISP is providing service in an urban area the WISP will frequently have to
install Internet service in a multi-tenant building. In this case the building will be wired
internally with cat5/6 cable to each unit, and a wireless router installed in each unit. The
multi-tenant building connects back to the WISP PtMP tower through a wireless link. An
easyWISP access controller is installed in the building to manage the wired subscribers.
Each wireless router will be wired back to the easyWISP access controller and
authenticated with the MAC address of the router.

The PtP wireless link from the building to the PtMP tower must have WDS enabled to
pass the MAC address of the easyWISP gateway back to the tower. An easyWISP
access control gate will be installed at the tower to manage clients connecting to the
tower. As the access control for the multi-tenant building is done at the tower then the
MAC address of the building easyWISP gateway is added to the allowed MAC table of
the tower easyWISP gateway in order to bypass access control at that gateway.

The next diagram illustrates the connection of a multi-tenant building to the WISP’s
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2.9. Summary of advantages for network design using easyWISP.

The easyWISP access control gateway and Cloud technology offers a series of
advantages for both new and established WISPs by dramatically reducing the
investment and operating costs compared with any other technical solution. By reducing
the technical complexity it is possible for a person with limited technical skills and
financial resources to start a WISP business. WISP entrepreneurs can accelerate the
time to service deployment and initiate revenue generation earlier in the startup cycle.

The distributed operation of easyWISP gateways makes it possible to easily
deploy access control at a tower site that has a data link installed at the tower.

The time to deployment and subsequent revenue generation is shortened due to
the plug-and-play nature of the EasyWISP Cloud technology. The WISP requires
one tower site connected to the Internet to start in business.

The easyWISP Cloud solution is redundant. With distributed access control there
is no one point in the network where failure will bring the whole network down.

Any failure of the Cloud servers will not affect the operation of all easyWISP
controllers in the network as they operate autonomously to the Cloud service.

When PtMP tower backhaul service like LEO satellites become available then the
WISP can consider eliminating NOC expenses.

The initial cost of implementation is dramatically reduced, as the network
infrastructure can be built out as needed and easily incremented in performance.

There is no on-going operating cost for easyWISP, with no monthly, annual or
per subscriber administration fees, unlike other WISP management systems.

The easyWISP gateway is a high performance access control product and offers
much greater performance and functionality than an equivalent router product.

The easyWISP Cloud technology is very easy to deploy and the WISP
entrepreneur does not need specialized network skills; as would be the case if
the entrepreneur was scripting routers and configuring RADIUS servers; the
easyWISP controller and Cloud platform is plug and play.

There is no limit to the number of easyWISP access controllers that can be
assigned to a Cloud account, and no limit to the number of subscribers that can
be managed by an easyWISP Cloud account.
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3. easyWISP subscriber and network management.

3.1. Management tools for a WISP business.

The telecommunications industry has a methodology for the management of a
telecommunications business. The management processes were first developed for the
PSTN (public switched telephone network) system and then evolved to support digital
data circuits and then consumer Internet access. The management system concept is
called OSS/BSS, which refers to operations support system and business support
system. The OSS part of the system includes order management, network inventory
management and network operations while the BSS part of the system includes order
capture, customer relationship management (CRM) and telecommunications billing.

WISP management systems follow the OSS/BSS model although at a smaller scale
than the big telecommunications company counterparts. This section summarizes the
functions and features that a WISP should expect from a management system, which
are industry best practices for WISP operations.

Readers can learn more about the OSS/BSS architecture and processes by consulting
the telecommunications forum (www.tmforum.org/oda/) where current and future
management methodologies are documented.

3.2. Powerful easyWISP Cloud management features.

The easyWISP gateway products provide the access control function, that is the
process of allowing the subscriber access to the Internet, and imposing the terms and
conditions, including the rate plan and monthly billing cycle access for the subscriber, as
part of the subscribers agreement with the WISP. One or many easyWISP controllers
are managed through a single Cloud account. There is no limit to the number of
easyWISP controllers that can be managed by one Cloud account.

The easyWISP Cloud management system provides the WISP with the following
management features:

e Provisioning: A new subscriber entry is created in the Cloud database. The
subscriber information is then linked to a usage account when the subscriber is
activated. The subscriber information also contains the rate plan agreement;
download/upload maximum speeds and monthly charge for this service. The
WISP can create several different rate plans determined by the WISP's choice to
commercialize the Internet service. The subscriber information can also be
modified when a change occurs in the subscriber's information (change of
address, etc). A subscriber can also be removed from the database when the
subscriber decides to terminate the service. Adding a new subscriber entry will
generate a work order to initiate the subscriber’s installation and activation.

e Activation: Activation is the process of enabling the subscriber to use the
service. Activation requires setting several parameters, the MAC address of the
client premise equipment (CPE) radio to be installed at the client’s site, and the
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download/upload speed settings for the subscribers chosen rate agreement.
When the field service technician has completed the subscriber activation
process, by verifying the subscribers connection then a billing cycle is initiated
and will commence with the subscriber’s first on-line payment.

e Billing: The WISP can bill the customer either through a pre-pay or a post-pay
plan. Pre-pay requires the subscriber to pay before the start of the next billing
cycle. Post-pay permits the customer to pay within a period after the end of the
billing cycle. The billing system will issue invoices and is used to record when the
customer payment is received.

e Rate Plan: Each customer selects a rate plan that is offered by the WISP and
that is recorded as part of the billing account. A rate plan is the maximum
download and upload speed of a service and optionally a data cap for
downloads. The WISP sets a price for each rate plan. EasyWISP does not have
a limit for the number of rate plans that can be set for each Cloud account.

e Hotspot: This is a mode of activation and billing for anonymous users who are
not subscribers. The WISP may wish to install a public wireless Internet service
in an airport or hotel and this feature eliminates the necessity to have a separate
product to manage anonymous Internet users. The Hotspot feature is provided
by the same easyWISP controller that is serving activated subscribers.

e Traffic management: easyWISP has several features that the WISP can use to
manage data transmission over the network. Traffic management features can
include web content filtering, IP/Domain white-list and black-list, and MAC white-
list and black-list.

¢ Network management and monitoring: network management features permit
the WISP to manage and monitor easyWISP gateways. The Cloud monitors each
easyWISP controller and the backhaul circuit to the easyWISP controller for
performance and failure. In case of failure the Cloud sends out an email
notification to a field service technician to initiate the repair process. In addition
each easyWISP controller can be configured to give remote access to the
wireless access points and CPE devices via port forwarding. A feature is
included for support staff to check the circuit through to the customers CPE to
assist in locating network faults.

e Inventory: The network inventory is a list of the easyWISP access controllers
associated with the Cloud account and the status of each controller.

e Customer Relationship Management (CRM): CRM has two components. The
first is a subscriber portal that permits the subscriber to log in to the subscribers
account and view account details, payments and use. The second component is
a support request portal that permits a subscriber to submit a support request
ticket to the WISP staff. The subscriber receives a response to the ticket from the
support staff. A ticket can be a request for information, or can report a network
problem.
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e Helpdesk: The customer can open a support ticket through the CRM system and
the ticket is sent to the helpdesk. The support and technical staff have access to
the helpdesk and should answer customer support tickets quickly.

e Multi-language: The easyWISP Cloud user interface has a selector for the
English or Spanish language.

e Reporting: Reports are generated by the easyWISP Cloud to provide the WISP
with data to monitor the performance of the business and performance of the
network. The reports are listed below.

o Reports for billing.
= List of subscribers, status enabled/disabled, billed date, due date.
= List of invoices issued to subscribers.

o Reports for data traffic, time graphs can be selected from 1-hour to 1-
week.

= Time graph of easyWISP gateway connected and authenticated
users.

= Time graph of easyWISP gateway performance as a %.
= Time graph of backhaul WAN usage in Mb/s.
= Authenticated user login information (currently using the network).

= Connected user login information (connected but not currently
using the network).

o Report for maintenance.
= Monitoring status of all access control gateways on-line/off-line.
= Check subscriber CPE circuit status.
o Report for support.
= List of support ticket requests via the CRM portal.
= List of outstanding work orders with status.

3.3. easyWISP staff roles.

The easyWISP management system supports five staff roles that will login to the
system to manage parts of the business. Each staff role has specific login permissions
for that role. There is no limit to the number of staff who can login with each role. The
following is a list of the staff roles.

e Managerial: The manager has access to all parts of the easyWISP cloud
management system. 1. Access all settings and functions. 2. Add, change and
remove staff. 3. Escalate support issues via the Cloud.
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e Technical: The responsibilities of the technical staff are subscriber installation,
tower PtMP installation, network monitoring, network repairs, and network
maintenance. As the WISP business grows technical staff may be divided by
function; for example tower installers, subscriber installers, network maintenance
and repair. 1. Update helpdesk tickets and work orders. 2. Add, update and
remove gateways. 3. Update monitoring settings.

e Customer service: The responsibilities of customer service are subscriber data
entry and editing, including adding the subscriber rate-plan chosen by the
customer, which determines the billing rate, responding to subscriber questions
that may come via the CRM portal, or customer may call by phone. 1. Update
helpdesk tickets and work orders. 2. Update customer details. 3. Create login
codes & bill customers.

¢ Finance: The responsibilities of financial staff are issuing invoices, accounts
receivable; receiving customer payments and entering the payment into the
system, follow up with late billing payments, and bookkeeping. The WISP will
require bookkeeping and accounting software as many parameters such as
taxes, vary from country to country and state to state. The WISP may have to
add appropriate telecommunications taxes to the subscriber invoice. 1. Update
helpdesk tickets and work orders. 2. View customer details. 3. Bill customers.

e Sales: responsible for acquiring new subscribers and up-selling to existing
subscribers. The sales person will add a new subscriber into the database and
update that information as required. 1. Update helpdesk tickets and work orders.
2. Add customers. 3. Create login codes & bill customers.

3.4. easyWISP Cloud management processes.

The WISP management system has a graphic user interface (GUI), which provides a
secure login for five different roles in the company. The WISP divides the business
responsibilities between staff.

The manager configures the subscriber rate plans in the service charge database. The
rate plan that a new subscriber selects is added to the subscriber account.

When the sales person acquires a new subscriber then the subscriber provides
personal billing and address information which the sales person adds to the billing
system subscriber database, including the billing rate plan that the subscriber has
chosen.

The provisioning module takes the new subscriber data and creates a subscriber
installation work-order, which is sent to the technician. The technician will add the MAC
address of the CPE device that will be installed for the subscriber. The MAC address is
checked during the activation and authorization process. The technician will prepare the
subscriber installation kit and schedule a field service technician for the installation.

The technician will install and activate the subscribers CPE device at the subscribers
premises. Activation will initiate the billing cycle to determine when the customer is
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charged each month for the service, before the start of the next billing cycle when
prepaid, or at the end of the billing cycle when post-paid.

The easyWISP Cloud management system functional diagram with process flow is
shown in the next figure.
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and alerting work order Field and activation
ser\:riece or repair
) Helpdesk 3 Monitor LAN
Subscribers APl interface and WAN data Tech. AS s
and failure ubscriber
I:éi;r;zt A Installation
easyWISP
Subscriber Y Backhaul Work order

Access control

network _ BUiET ” network

infrastructure SUEEETET infrastructure Wholesale
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provider
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c——— API interface provisioning
Payment Manageme nt=—=—== )
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The billing module is used to print an invoice (or send an email) at the monthly billing
cycle due date. When the subscriber's payment is received by the WISP then the
receipt of payment is notified to the billing module by the financial staff. If the billing
module is not notified of payment then the subscriber will be de-activated and will loose
access to the Internet.

Guest (Hotspot) billing is also part of the billing sub-system. The billing module can print
vouchers used for cash sales for the Hotspot function. Voucher printing is initiated by
selecting the access code parameters, for example download and upload speeds.
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Hotspot users can purchase Internet access using credit cards or by purchasing access
vouchers using cash.

Each easyWISP access controller constantly gathers network traffic statistics and
forwards this information to the Cloud. The data provides the network manager with a
diagnostic tool to evaluate link conditions, and to identify links that are working at
capacity and need upgrading. The manager may wish to make adjustments with the
tower contention ratios.

The Customer Relationship Management (CRM) portal is a service provided to
subscribers. A subscriber can login to access invoices and other billing information,
which is obtained from the billing system. The customer can also open a support ticket
and this is sent to the helpdesk.

The differences between the small-scale WISP management system and the larger
scale systems implemented by the telecom companies rests with the degree of
automation and the size of the databases. For example, a WISP will receive payments
manually via cash or checks and a member of the finance staff will update the system
with payment notifications on a daily basis. The large-scale telecom systems will
automate the payment processing procedures through links to banks for direct debit and
other forms of automatic payment processing, which will eliminate human intervention.
This level of automation is not practical for smaller WISPs due to the cost and volume
requirements of setting up a links with all banks for direct debit processing. WISPs in
developing countries will have subscriber’'s who don’t have bank accounts or credit
cards, and so the WISP may have a retail point where subscribers can pay cash, and
the WISP will also use cash payment systems provided by 3™ parties; the 3™ party
transaction processing systems will vary from country to country and be subject to local
laws.

3.5. EasyWISP Cloud sub-systems and sub-system processes.

The easyWISP Cloud has five software subsystems that share information and
communicate with each easyWISP access controller, and this follows from the previous
diagram.

e Sales, provisioning and activation.

¢ Billing and invoicing.

e Network management and monitoring.

e Customer relationship management (CRM).

e APl interface for the easyWISP access controllers.

The modular system is shown in the next diagram, with data paths between each
subsystem.

Sales, provisioning and activation: Sales staff can add new subscribers and change
subscriber information. The subscriber chooses a rate-plan. Entry of a new subscriber
initiates a workflow process that will generate a work order for technical staff to install
the CPE wireless equipment at the subscriber premises. Subscriber billing information is
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added to the billing database. On completion of the subscriber installation the technician
activates the subscriber and initiates the billing cycle.
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easyWISP access controller

Subscriber billing: The WISP can install an unlimited number of rate plans for fixed
broadband subscribers. Each rate plan specifies a maximum download / upload speed
and the corresponding plan charge. When enrolling a new subscriber the rate plan is
chosen based on cost or data speed. Billing invoices charge the customer at the chosen
rate plan. The billing system sends the customers chosen data speed to the easyWISP
access controller. A new subscriber chooses a rate plan that is added to the
subscriber’s profile. Activation of the subscriber initiates the start of the billing cycle. An
invoice is issued for each billing cycle and the subscriber payment is noted in the billing
system by the financial staff. The billing system sends the subscriber activation and rate
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plan instructions to the respective easyWISP access controller. In the case of non-
payment the subscriber is deactivated.

Network monitoring and reporting: The easyWISP EZ-Cloud monitors all easyWISP
controllers for failure and sends an alert to the administrator if this occurs. Support staff
can test the circuit to the subscriber CPE wireless when the subscriber reports no
connection. Data traffic through each easyWISP controller is monitored and a
bandwidth use time graph indicates when a WAN circuit is nearing congestion. The
administrator can see a status report for each easyWISP controller.

Customer relationship management (CRM): Each new subscriber receives a login
credential for the CRM portal. This is a WISP branded website that the subscriber can
login to see information about the account and retrieve billing invoices. The subscriber
can open a customer support ticket that is sent to the support staff for answer. On-line
payments can be made through the CRM portal. In the case that the Internet is not
available due to circuit failure or non-payment then the captive portal displays a
message.

3.6. The new subscriber provisioning process.

Provisioning is the process of adding a new subscriber to the easyWISP Cloud and
initiating the installation process for the customer:

e Enter the subscriber's personal information and billing information in the
subscriber database.

e Create a work order for the field service technician to install the CPE and
wireless router at the subscriber’s premises.

The tower PtMP radio coverage that will service the customer’s address must be
verified before the WISP can accept the subscriber for service; the WISP should
prepare a map of the service area and be able to estimate the area of wireless
coverage.

Each subscriber database entry has the following fields:
e Subscriber name.
¢ Installation address.
e Billing address if different from the installation address.
e Contact telephone.
e Contact email address.

e Password chosen by the subscriber to access the CRM portal (force minimum
strength of password). The username is the subscribers email address.

e Rate plan selected by the subscriber, the data speed with the corresponding
monthly charge.
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The following parameters are added later by the technician.

e Start date for billing cycle, this should be the date of activation, entered by the
activation module.

e The name of the easyWISP access controller that the customer will be assigned
to.

e MAC address of the CPE wireless installed at the customers premises.

The easyWISP cloud system will create a work order for provisioning the subscriber’s
service. The work order will contain the following information:

o Title.

e Subscriber name.

¢ Installation address.

e Contact telephone.

e Contact email address.

e Date and time for the installation agreed with the customer.

The installation technician will then add the following information to the work order and
on completion of the installation.

e Tower radio which will service that address:. The technician may need to visit the
customers site to verify wireless reception if the location is a fringe area.

e Box for installer's comments regarding the installation (or repair to the
installation). For example, the installer might create a WPA encryption key for the
wireless router installed at the customer’s premises and enter in this box.

e Box for the subscriber’'s signature accepting that the work has been done
correctly and that Internet access has been provided.

e Start date for the billing cycle after customer acceptance of the service.

The installation technician will have an inventory of equipment that has to be taken to
the subscriber’s site. Equipment includes: CPE radio, radio roof mounting bracket, PoE
supply, Ethernet cable, wireless router with power supply, installation tools.

Mobile broadband provides Internet access for customers who are not subscribers and
requires an unencrypted PtMP wireless access point to be connected to the easyWISP
access controller. Provisioning for mobile broadband requires the financial staff to use
the billing system for issuing access codes as printed vouchers that have the
parameters of duration and data speed. The customer will purchase the access code
voucher to access the unencrypted WiFi PtMP wireless access point using a mobile
device. Mobile broadband eliminates the cost of fixed broadband premises installation
for the customer and the monthly payment obligation.
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3.7. New WISP subscriber premises installation.

Subscriber installation and activation is the process of installing the CPE and network
equipment at the subscriber site and testing the Internet connection. The technician will
enter the MAC address of the CPE radio into the subscriber record. The CPE MAC
address provides a key to recognize the user, and also adds a layer of security because
an unrecognized or duplicated MAC is directed to the Hotspot login page. A duplicated
MAC is also flagged for attempted fraud.

The equipment required for the installation includes the following:
e CPE radio, note the radio MAC address.
e Mounting bracket to install the CPE radio on the building roof.

e Ethernet cable to connect the CPE radio to the location of the wireless router
installation.

e PoE power supply for CPE radio.

e Wireless router.

e Power supply for wireless router.
The services to install this equipment are:

e The MAC address of the CPE must be entered on the subscriber activation page.

Installation of the CPE radio on the building roof, align with the PtMP radio tower.
¢ Installation of Ethernet cable from CPE radio to a point inside the premises.
e Installation of CPE radio PoE power supply.

e Verify that the CPE radio is powered and that the signal strength of the remote
PtMP tower radio is correct.

e Install the wireless router, connect the Ethernet cable to the WAN port, and
connect the power supply.

e Configure the wireless router with a unique WPA key, note the key on the work
order document.

e Test the installation, verify that there is Internet access, verify the download and
upload speed settings.

On completion of testing the technician sets the billing cycle start date. The billing cycle
renews each calendar month on that date.

3.8. The Cloud API interface for easyWISP access controller products.
Each easyWISP access controller implements several tasks:

e Authenticate each subscriber CPE onto the network.

e Apply subscriber rate plans.
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e Enable/disable subscriber access.

e Monitor CPE status.

e Update the Cloud with network status and traffic.
e Captive portal for CRM and status.

e Mobile broadband authentication.

Each easyWISP access control gateway communicates with the Cloud over the WAN
circuit through the Cloud Application Program Interface (API). There is no limit to the
number of easyWISP access controllers that can be added to one WISP Cloud account.
The easyWISP access control gateway does not have a subscriber limit, only a data
throughput limit. However gateways can be stacked to increase overall throughput.
Each easyWISP gateway can connect to several PtMP wireless access products
simultaneously.

The functional diagram for the easyWISP gateway is shown in the next figure.

Fixed broadband

Mobile broadband
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The wireless access point is connected to the network interface, which authenticates
the customer then routes the subscriber data to the billing access control module. After
access control the subscriber data is router to the WAN interface and then on to the
Internet via the ISP backhaul circuit.

The APl management interface communicates with the Cloud system via the WAN
interface. Upon boot and upon changes to the easyWISP database relevant to the
specific controller, the APl management interface refreshes the local subscriber and
configuration database. Data is extracted from this database by the subscriber
authentication module in order to apply the access control rules to the subscriber data.
The wireless link to each subscriber is monitored and the network stats information is
combined with the subscriber information and sent to the Cloud server to add to the
WISP’s data traffic log. The network interface constantly monitors each wireless
subscriber link and in the event of a link failure the information about the occurrence is
sent to the Cloud server.
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4. Easy steps to configure a new
easyWISP installation
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4. Easy steps to configure a new easyWISP installation.

4.1. easyWISP gateway Initial setup.

Each easyWISP product has a simple graphic user interface. The purpose of the
interface is to ensure that the easyWISP product can connect to the Internet and is
recognized by the Cloud account. All subsequent configurations are done via the Cloud
account.

Connect the LAN port of a computer to the LAN port of the easyWISP product. The
computer Ethernet port will get an IP address from the easyWISP DHCP server.

Open a browser and the page will be redirected to the easyWISP setup GUI, shown in
the screen shot below. Ensure that the browser home page does not use encryption
(https://) otherwise the browser page will not be redirected. Some browsers detect the
login page and advise the user that a button must be clicked to login.

When the browser page opens to show the GUI select the preferred language (English
or Spanish). The first box shows the device ID, which will be required to register the
easyWISP product with the Cloud management account.

BHQ A

(/[ch o‘;\ ID: 63a7cddcf7

C4WISP status: OK

‘/LIJ I : SP Internet access: YES ©

Subscriber and Network Management

easyWISP: Setup

This page is only used to connect to the Internet, all configuration and management is
done via the <4WISP cloud service.

To set up and manage this gateway go to https://admin cloud4wisp.com.

You need to provide the ID 63a7cddcf7.

(N

Administrator Password Setup

A password is required to secure this page.

Username: admin
Password: |~~~ |

\
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The box at the top right corner shows the device ID and the Internet connection status.
If the Internet access shows a red ‘NO’ then verify the physical connection and also
determine if a static IP address is required for the WAN port.

The first box shows the device ID, which will be required to register the easyWISP
product with the Cloud management account. The link to create and manage the Cloud
account is also shown in the first box.

The second box requires a password to be entered to subsequently access the device.
Choose a strong password, include upper and lower case letters, number and symbols.
Repeat the password in the field below.

Scroll down the page to see the next box, this is a graphic representation of the
easyWISP device connectors. Verify that the WAN cable is connected.

=B »
Administrator Password Setup ID: 63a7cddcf7
C4WISP status: OK

A password is required to secure this page. Internet access: YES ©

Username: admin

Password: |.- — ‘
Retype: |~~~ |

LAN LAN (] LAN

WAN Network Port Setup

These settings control how the gateway connects to the Internet

WAN Type:  |DHCP v

Release / Renew
MAC Address: 00:0c:43:28:80:e7
IP Address: 192.168.3.8
Netmask: 255.255.255.0

ok P snn 40 4 v

Scroll down further to view the next box, the WAN network port setup. This is shown in
the next screenshot. The default WAN setup is a DHCP client and so the WAN port may
have already connected to the Internet if connected to an ISP router that provides a
DHCP service. If the Internet access is showing not connected then configure the WAN
port appropriately with a static IP for the ISP circuit provided.
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Retype: |~~~ BEQ ~
ID- 63a7cddcf7
CAWISP status: OK

Update

Internet access: YES L

WAN

WAN Network Port Setup

These settings control how the gateway connects to the Internet

WAN Type: |DHCP v]
Release / Renew

MAC Address: 00:0c:43:28:80:e7

IP Address:  192.168.3.8

Netmask: 255.255.255.0
Gateway: 192.168.3.1
DNS Server 1: s.s.ss
DNS Server 2: 8.3.4.4

Update

When the WAN network port is correctly configured and the Internet access shows a
green ‘YES’ then scroll the page down to see the next box, which is the firmware update
box. This box is provided in case the easyWISP product cannot connect to the Cloud
account and a firmware update is required. Ignore this box during this setup procedure,
and update the firmware when the easyWISP controller is connected to the Cloud
account.

Update J

Firmware Update

Firmware should be updated from the cloud but can also be updated here

Select File: Browse...  No fil...cted.
Update
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Scroll down the page to see the next box, this is the Network Tools box and is provided
to diagnose network problems. This box can be used in conjunction with the easyWISP
technical support, which is accessed through the support ticket system.

2 = A
Firmware should be updated from the cloud but can also be updated here
ID: 63a7cddcf7
Select File: Browse... | No fil...cted. ZAWISP status: OK
Update Internet access: YES ©

J

Network Tools

These tools can help diagnose network issues

|ping v
IP / Domain: {cloud4wisp.com | Run command

Wi b

easyWISP ©2019 - Subsariber and Network Mansgement

The screen shown above illustrates the use of the ‘ping’ command to test the circuit
latency to the Cloud server.

Commands can be selected from a drop-down menu. EasyWISP technical support may
request the WISP technical staff to run commands from this screen in order to diagnose
a problem with the network.

After initialization of the easyWISP controller it can be assigned to the WISP’s Cloud
account. The device ID shown at the top of the page will be required to complete
assigning the device to the Cloud account.
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4.2. easyWISP Cloud configuration procedure.

The Cloud management system is designed for ease use. Four easy steps are required
in order to start selling Internet services. The four steps are shown in the diagram
below.

Configure a Add a first Create Add G\r;\)/\g It:’he
Cloud easyWISP rate plans subscribers business
account gateway

As the WISP business expands and new tower locations are obtained, easyWISP
gateways will be added to the system. Subscriber plans may be added and changed
with time. Subscriber plans may include special promotions for marketing the WISP
services. Subscribers will be constantly added to the system on a daily basis as the
WISP makes sales to new customers, or upgrades existing customers.

4.3. Create an easyWISP management account.

Creating a new WISP account using easyWISP is a simple process. First open a
browser tab using the URL.

https://admin.easywisp.com/
The login screen is displayed. Select create new account.

I/ E
WISP

Usermame: I johnfire4 I

Password: I seecentees ]

Log into account

Create new account

Forgotten password
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Add a username and the first router gateway ID then enter the WISP’s account
information. Finally click ‘create new account' and an email will be sent with the

password for the account.

Wise

CeasyWISF 2022

- New Cloud Account

To create an account you will need a WISP gateway.

You will need a new valid senal/ID to create an account.

Fill out the form below to open a Cloud account:

The account is free and included as part of your purchase.

Username: I

| )

Gateway ID: |

O 1D is displayed at http://wisplogin.com/admin/

Account URL: .wisplogin.com @

Name: |

Email: |

Verify Email: |

Company Name: |

Telephone: |

Address: |

Address (cont): |

City: |

State: I

ZIP / Postcode: |

Country: I

| Create new account |

EQ
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After clicking the

éﬂ??

AV 74 |

SP

'create new
account' button the
WISP will receive
an email message
with the login
password.

Welcome

172480
VWISP

Your new password is 7e235ad2. Please change this password.

You can log into the cloud service at https./admin clouddwisp.com/.

We greatly value your feedback, please send comments to support@clouddwisp.com

This is an automated message, please do not reply to this email

Return to the login page to login with the username and password. On login the WISP
will see the dashboard display. One router gateway will be shown, this is the router that
was added when the account was created.

e :
[24A/ 80 ? Cloud4WISP is as easy as 1-2-3 [ QRSO S tatus reload disabled v
' IS Do the following to set up a new WISP Current status of WISP gateways
= i - St algabsung Gateway (ID) Auth # Conn #

& Gateways

0G) (773b7=8b50) 1

Add an Internet plan

X Work Orders

3. Set up customers it <
= Plans (576edafes8) z
All sections have a help box which can be hidden, f:'\lc\( Show Help' to display them all. Tower 4 (£2-2506) (d70cfc391)
8 Customers You can alse hover the mouse over text and icons for more help. Click for support.
Tavier 5 (EZ-10C a
Gadex = Remove this box o
o z
KX Billing )
Tower 8 (EZ-250R) (fba0838308) 0
Helpdesk

X Check-in  (Recent reboot  © Disabled @& Hide

=2
~
=
Status
v

v
v
v
v
v
v
v

a

Alert

% Monitoring ALL GATEWAYS

£ staff Total number of live logins across all gateways = Most recent logins across all gateways
& Settings Date time Gateway MAC address Customer
05/17 16:38 Tower 1 (EZ-100G) 00:88:2c:0d:97:88 Mark Wahlberg
? Show Help s = = A
05/14 14:08 Tower 7 (EZ-1000€) 3:95 Dwayne Johnson
©® Logout 0 05/12 19:55 Tower 8 (EZ-250R) 88:dc:96:44:38:43 Emma Stone
L 05/12 12:13 er 5 (EZ-1006] 00:e0:4c:68:53:77 George Clooney
5 05/11 18:17 Tower 7 (EZ-1000G) 7Fc:03:07:14:2c:fb frank jones
05/11 16:57 2r6 0 00R) 6:44:98: Emma Stons
o 05/11 16:56 o ) as: :08:52:3 Duiayne Johnson
25-Apr 02-May 09-May 16-May 05/11 16:53 Tower 2 (EZ-100G) 23:1F Tom Cruise
05/11 16:52 Tower 2 (EZ-100C) 00:12:8c:F4:8a:65 Robert Downey.
05/11 16:51 Tower 4 (E2-250G) : 29 Kristen Stewart

Green: User logged in

=

The dashboard display provides a summary of operations. The menu on the left of the

screen selects the function required.
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4.4. WISP management system initial setup.

The first step after creating a new account is to configure parameters that prepare the
account ready for use. The menu items that should be configured first are settings, staff
and monitoring. The first step with new account is to click on settings to change the
password from that provided in the welcome message.

Account details can be changed on staff page =

Settings menu. Change

Current password:
the manager password. g | |

Mew password: | |

Repeat password: | |

| Change Password

& Contact us to change email address or other details

# cCustom page design A

Design of custom login and portal page =
Business name: | FL WISP Inc |
Account URL: | ﬂwi5p|.w'|splﬂgin.cum

@ You can add the URL to the gateway's allowsd IP list

Business logo: Choose File |HD...SEH X &
S:;Ticgspr:ﬁgludgsr;sn 0 Logo will be reduced to max of 100px in height
requires configuration. Background picture: || Choose File |Ho...sen | x &

Background picture: transparency / opacity

Box color: | N

Box title color: C 1| ¢

Box text color: |

Box background: [ N

| Update settings |

| @ View custom page |
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The captive portal page is part of the Customer Relationship Management (CRM)
interface and has a simple configuration process. The business name is entered for
display on the page. A unique portal page is created using the WISP business name;
this is the URL that WISP customers will use to access the CRM pages.

EasyWISP User Manual

<business name>.wisplogin.com

The WISP can then upload a background picture or graphic, and the business logo. The
WISP then chooses the transparency or opacity of the background and selects the
colors of the login box. Finally the WISP clicks the update settings button to save the
screen design. An example captive portal is shown in the figure below.

\“J 1| 3 Internet Login o5 I+ AV - [m} X

<« > 0O i} pe lSearch or enter web address = Z\, 4 Hix

Example of a captive Internet Login
portal page design. ‘Welcome to our Internet service

Use a login code to access the Internet:

=3 | [ Gomet

[P s

Usee of cur Tnternet servics consitutes an acceptance of cur Lerms and conditions

The third step in the settings process is the configuration of the PayPal® gateway.
Customers are able to make credit card payments via the CRM portal, both for the
payment of monthly invoices and to purchase access codes for mobile broadband on-
demand billing. The WISP must have a PayPal® business account to receive payments
using credit cards. A free PayPal® payment account cannot be used to receive credit
card payments. The easyWISP system has a PayPal® gateway because PayPal® can
be used in over 150 countries around the world. There are many other payment
gateways but they are country specific. A future release of easyWISP will include a
gateway for Oxxopay so that WISP’s in Mexico and Colombia can receive cash
payments through the Oxxopay network.

The PayPal® business account has three parameters which must be entered in the
billing settings display; the username, the password and the signature which is an
encryption key.
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The billing settings data entry box is shown in the following figure.

KR Billing settings A

Setup of payment gateway to bill customers =

P PayPal™ can be used to bill customer subscriptions,
H for top-up purchases and hotspot payments.

& PayPal Business account is needed to get API credencials

. ] To create an API signature with your PayPal account:
Settings menu. Configure

the PayPal® gateway to
receive payments on-line.

1. Log in to PayPal, click Profile under My Account
2. Click My selling tools

3. Click API Access

4, Click Request API credentials

5. Check Regquest API signature and click Agree

PayPal Business API settings: (orovided by PayFal)

API Username: | |

APT Password: | |

API Signature: | |

8 Please make & test purchase after changes

| Update settings |

The next step in the configuration process is to add the WISP staff to the system. Staff
can be added at any time as the WISP business grows. When a member of staff is
entered that person has to be given one of the following five roles. There is no limit to
the number of people registered for each role.

e Manager
e Technical
e Customer service
e Financial

e Sales
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Select staff in the main menu to display the list of staff. Click the button to add a new
user.

EasyWISP User Manual

£ Staff List ~

People with access to manage this WISP account =

Name Role Last Login Enabled
Anne Hathaway Customer service 2020-07-30 L
Erad Pitt Technical 2020-07-30 w
Staff menu. Display the Jamie Foxx Technical v
Staff Iist. Jennifer Lawrence Sales v
jehn Manager 2020-08-26 W
John Barker Manager 2021-11-16 "
Meryl Streep Financial v
Ryan Gosling Sales W

2 staff List P

People with access to manage this WISP account =

Enzblad: Staff member will be logged out if disabled

Usernama: | JenniferLawrence | =

Resst password. Mew password will be emailed to staff

Aol

= | Sales Vl

Manager

S‘taff menu. Add a member Role permissions: Technical and work orders
of staff SeleCting the role Customer service 11 customers

Financial

for that member.

Nama: | Jennifer Lawrence —|

Email: | johnesg+Lawrencef@gmail.col |

Verify Email: |johnesq+Lawrence@grnail.c0| |

Company Name: | FL WISP Inc |

Telephone: | 3055556666 |

Addrass: | Main Street 883 |

Address (cont): | |

City: | Hialeah |

State: | FL |

ZIP / Postcoda: | 33015 |

Country: | us |

Copyright © Fire4 Systems UK Ltd., 2015 to 2022. All Rights Reserved. 51



EasyWISP User Manual

Wisp

The next step is to configure monitoring for the access control router that was added to
the account when it was created. The purpose of monitoring is to send an email alert to
the WISP staff if the access control router stops responding to the easyWISP. The
reason for a failure to respond might be equipment failure, or a failure in the backhaul
link to the tower. The technician will have to do further diagnostics to find the cause of
the problem after the alert. When the access control router comes back online a second
email message is sent out to advise that the equipment is now connected.

Click on the monitoring menu entry and the access control router gateway will be
displayed on the list. Initially there will be only one entry in the list. Enter the email
address to which the message will be sent and select the language for the message.
Check the alert box for the device and select the downtime from the drop down menu.
Downtime is the time that easyWISP waits before sending out an alert message and
can be 5 minutes, 10 minutes or 15 minutes. The reason for this is there might be an
intermittent connection and so the alarm will not be sent if this occurs. As access control
routers are added to the account then monitoring is activated for each.

$& Monitoring settings A

The monitor sends an alert when a gateway fails to check-in and another when it resumes.
The hide option removes a gateway from the dashboard, useful for prolonged outages.
Monitoring menu. The downtime defines how long to wait before alerting. Increase to reduce false alerts.
ACtIV_ate_ failure Alert email address: | john@fire4.com
monitoring for the :
gateway, the Email language: | English
access control Alert Hide Downtime
router. Tower 1 (779b7e8b50 (V] C | s5mins v |
Tower 2 (9a80871c8 /] [ [ 5mins  +|
Tower 3 (576ed3f888) O [ 5mins |
Tower 4 (d70cfce591 - 5mins v |
Change Settings |

4.5. Add the rate plans.

Select the plans menu entry to configure the rate plans. Rate plans are designed for the
WISP’s target market and the services must meet the price performance expectations of
the prospective customers. The process of calculating the rate plan charges was
described in a previous section.

There is no limit to the number of rate plans that can be added and so the WISP can be
very flexible with the services offered. Initially it will be useful for the WISP to configure
additional rate plans to extend the price performance range of services to test the
market and find which plans are the most popular. A price is set for each plan together
with the billing cycle duration, usually set for 1 month. The maximum download and
upload speeds are added to the plan.
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The WISP might wish to set a data cap in addition to the speed limits in the case where
the WISP wholesale Internet service includes charges per Gbyte of data. This is the
case when using a geo-stationary satellite backhaul. Some wholesale providers also
charge per Gbyte of data.

£ Internet Plans A

Internet plans set costs and limits for Internet access =
. Name Description Price Time Customers

Click the plans menu - ——<— . :

Tier 1 Basic residential ma_. £10.00 1 month 8
entry to see the rate Reskdential high spa.. $20.00 1 month ;
p|anS that have been Tier 3 Business basic £40.00 1 month 1
Conﬂgured } Tier 4 Business high speed £60.00 1 month 1

Add new plan

€ Internet Plans A

Internet plans set costs and limits for Internet access =

© Plans can either be ‘recurring’ or 'top-up'. Recurring plans are for subscribers and
are billed regularly (eg every month). Top-up plans are for casual customers and
can be purchased via the login page

© The customer will lose Internet access if their data imit is reached. Plans are not

renewed until the next period starts. Some "top-up’ plans should be created, these

allow customers to purchase extra data on the login page or customer portal.

Plan name: | Tier 3

Click the add new plan Description: | Business basic

button to create a rate Price: [40.00 | [USDollar... v|
plan then complete the
information requested.
Finally click the update Period: | Monthly d
plan button.

Plan type: | Recurring v

Download speed: | 10 | Mb/s O Uniimited
Upload speed: | 2 | Mb/s O Unlimited
Data download limit: | | G8 @ unlimited
Data upload limit: | | GB Unlimited

& Logins may be altered if a plan is changed, customers may be logged out

O A Plan cannot be deleted while in use, move customers to a different plan first

[ Update plan

The rate plan requires a name and description. Add the charge for the billing period and
select the currency of the charge. Select the charge to be recurring or one time, and
select the billing cycle period, which is usually monthly. Set the maximum download and
upload speeds in Mbits/sec and if a data cap is required set the download and upload
data caps in Gbytes.
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4.6. Add subscribers.

Click the customers menu entry then
click add new customer to add the

biling information for the first
subscriber.
The form shown requires the

customer billing information, name,
address, telephone and email. Other
information that is requested is
described on the following pages.

The name of the access control
router that will service the subscriber
is selected in the gateway drop down
menu so that the subscriber access
control credentials will be sent to that
router.

The MAC address of the CPE is
used for subscriber authentication.
An additional layer of authentication
can be added with WPA2-enterprise
authentication with the PtMP
wireless communicating with a
RADIUS server.

A completed customer record
is shown in the figure.

'wm

tiama | Find
HManmege sabscribare vwith access to the Eniernst

Cusbomur dataila:

| Eradiay Coogar | &=

miel: [ Johnecg+Cooperfomalleom | 5

imal: [ Johnesg=CoopsrmgmalLeom |

| TBE-dss-BaE

Sicriws: | Mountain Drive 18328

|
|
|
[ Holtrweood |
|
|
|

|Lca

z = [ 12308

[ues

Customuer porlal credenceels:

stisvie ponial: | Bwiso wiscioginoom

| EragisyCooper |

Custzmur welcome emal:

1: [ Waloame to cur network

wiloom: Bradley Coogsr

Thari-yea For joimisg sur Acleork.

An atfoent had been crdalsd For yoo Of Oor

Cubleses partal at

https ./ Fleibsd, micplogin. com, your Dogin

w
details are as follows:
lsersane: & allopooper ﬁ
=
| 2 fenc wekeomne pmail | | B Print weicoms abier |
Cusbomer prowisionreg:
| unacsignad bd
Please make the following changes
£
Inturnut scwes managemaerl:
Lkl Ermdurnat accwss aiomeed
L
o plan: [ Tier2 W |
& Sebur & HAL agan o ; T Jur L
h
CPE MAL addruss Dsscription Laleway Blluw
| | E4:EEcbecBddEod | | Bradley Cocparrm| | Towerd W o
o+ Ak
Lipdats puciomar
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Important features are
highlighted when
creating a new
customer record.

#1. The customer
portal is the subscriber
login to the customer
relationship
management (CRM)
system. easyWISP will
generate a password
and send an email to
the customer. The
password can be
entered manually if
desired.

#2. The text of the
customer messages
can be edited. Click
one of the buttons
below to either send
the message by email
or print the message
and give to the
customer.

& Customers

Wisp

The sales person will complete the customer account form. It is likely that the sales
person is sitting in front of the customer during this process and so can ask the
customer for billing information to complete the form.

Manage subscribers with access to the Internet

Customer details:

Mame: |Elradlc'.' Cooper | =

Ermail: |iahncint-}nn¢r@mall.:am | &

verify Email: |i-::hnuu:|rlionpcr@§;mall.|:ﬂm |

Company Name: | |

Telephane: |.'|'E-5--'I-'|i-l- BEEE |

Address: | Mountain Drive 18223 |

Address [cont): I_ J

City: | Hollywood |

Stata: |l'_'.ﬂ| |

ZIP /' Postcoda: |123!|.b-‘l |

Country: | USA |

Customer portal credencials:

#1 Customaer portal: |'Iw 5. wesplogin. com J =

Usermams: | BradieyCooper |

a Leave password box emply fo auto-generats in VR Comg el

=

Bagsword: | ] I
Customer welosme email:
1f an email address is pravided a welcome email can be sent to the customer, The
email includes a username and auto-generated password to manage their account
wig the custemear portal page, IF the custormer has no email address the details can
be prinbed for the customer.
Welcome subject: | Welcome to our network | \
Welcome text: | yelcome Bradley Cooper, i

Thank-you for joining our network.

An account has been created for you on our
customer portal at
https://flwisp.wisplogin.com, your login
details are as follows:

-

Username: BradleyCooper

IO wall be replaced with new passeford

Save For naxt customer ™ Use default

e WSICTE TeNT!

| B Send welcome emaill ] |§ Print welcome letier |
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Figure 9.13.3. More
important features are
highlighted when
creating a new
customer record.

#1. Initiate an
installation work order
and direct to a
technician.

#2. Configure MAC
authentication, set the
CPE MAC address.

#3. Set the access
control router (tower)
that the customer will
connect to.

#4. Activate the
customer, the billing
system will allow the
customer to have
Internet access.

@r provisioning:

#1 Assign work to: Jnassigned

Please make the following changes

/

Internet access management:

Customer enabled:

© Recurring plans only

a login code can be created for single use

Internet access allowed

Tier 2 v

© Enter same MAC again f access is neaded on multiple gateways

Q) Test access from gateway to custo

#2 CPE MAC address

results on Monitoring page)

Description

#3 Gateway

1 |e8:40:f2:3b:c5zc3 ]

I Bradley Cooper res ]

[ Tower 3 (E... V¥ I

Update customer

Click the customer’s menu entry to see the list of customers. Billing dates shown in red
are accounts past due and the payment has not been received. The accounts with a red
'0' MAC address are customers that have purchased the service but have not been
installed and so no CPE MAC address has been added yet.

List of subscribers
serviced by all towers.
The rate plan that the
subscriber purchased
is shown next to the
subscribers name.

& Customers [ Name | A
Manage subscribers with access to the Internet =
MName [/ Company Plan Billed MACs
Bradley Cocper v Tier 2 2021-10-25 i
Channing Tatum «  Tierl 2021-11-18 i
Christian Bale v Tier 2 2021-11-18 1
Daniel Craig w  Tier 2 2021-10-21 1
Drwayne Johnson )/ DEF News . Tier 4 2021-10-25 i
Emma Stone [ ES Representa... Tier 3 2021-10-25 i
Frank / Enterprises LLc ~  Tier 2 2021-09-27
frank jones v  Tier 1 2021-10-28 L]
George Clooney +  Tierl 2021-10-25 1
Kristen Stewart ~  Tier 2 2021-11-11 1
Mark Wahlberg +  Tier 1 2021-10-21 i
nuvonet [ nuvonet +  Tierl 2021-11-01 1
Robert Downey Tieril 2021-11-11 i
Sandra Bullack «  Tier 2 2021-11-18
susan smith ~  Tierl 2021-10-28 o
Tom Cruise ~  Tier 2 2021-11-10
Victor / System v Tierl 2021-08-28 1]
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4.7. Work orders for subscriber provisioning.

When a customer is added to the service the customer profile box for ‘create work
order’ is checked, which initiates the provisioning process. Select the work orders menu
entry to see the list of work orders.

X Work Orders Name or work N
List of jobs for service engineers to install, update or remove equipment =
: H # Updated Work Created Assigned
The list of outstanding poate ° reate =sian
. 22 2020-05-24 Update customer John Barker Brad Pitt
work orders showing - :

Lo 23 2020-05-24 Update customer John Barker Jamie Foxx
the Status and prlorlty i8 2020-05-24 Update customer John Barker Jamie Foux
Of eaCh 29 2020-07-30 Update customer Anne Hathaway

28 2020-07-30 Update customer &nng Hathaway Brad Pitt
27 2020-07-30 Update customer John Barker
26 2020-07-01 Update customer John Barker
24 2020-05-27 Update customer John Barker Brad Pitt
Clased Unassigned v [ Critical
Create work order

Click on a work order to see the information in the work order. The first task of technical
staff each day is to check outstanding work orders and complete the work required. A
new customer installation will require that sales or customer support staff agrees a date
and time with the customer for the installation and adds this information to the work
order to instruct the technician.

X Work Orders Name or work LS

List of jobs for service engineers to install, update or remove eguipment =
Assigried: | Brad Pitt bl | Prigrity:
MName: | susan smith | Company: | |
Addrass: | main blvd 556 | Address: | |
City: | hollywood | State: | ca |
A work order showing z1p: [11025 | Country: [usa |
the requeSt for a Telephone: | 7865485577 | Email: [ ichnesg+susan@gmail.com |
customer installation.
Wark: | Update customer |
Description: | Please install a CPE at the address of the customer.
2o please confirm installation date with customer.
Hathaway
P
Update:
£ iohn
Barkear
e
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When the technician goes to the customer premises to install the CPE wireless and
wireless router the technician will complete the customer profile by adding the CPE
MAC address, the tower name (access control router) if not already entered, and
activate the customer. The technician will then demonstrate the Internet connection to
the customer and have the customer to sign off on the work order to accept the
installation.

The customer ‘allow’ box
iS Checked by the K Test aooess from gateway to custemer CPE [results on Monitoring pags

technician when the CPE MAC address Description Gateway Allow
installation is complete. RSl meanakig on [SSNC] Beiotioy Chagae sad [INE] Yowned v ERSEHS SRR
+ Add
Update customer

Most work orders are created when a customer is added to the service, however it is
also necessary to create a work order when network maintenance is required or a
network component has failed and requires replacing. In this case the manager may
create the work order and assign to one of the technicians.

To create a work order select the work orders menu entry then click the button to 'create
a work order'. The screen shown below will be displayed and the manager or other
employee will complete the information required. The work order is given a title and a
description. The priority is assigned to the work order, which can be either; low, normal,
high or critical. A failure of a network component will have ‘critical’ selected while a
tower inspection might have ‘normal’ selected.

List of jobs for service engineers to install, update or remove equipment =
Aszigned: | Unassigned V| Pricrity:
Customer: | Select customer V|
The form to create a work Name: | | comsany: | |
order Addrass: | | Address: | |
City: | | State: | |
Z1P: | | Country: | |
Telephone: | | Email: | |
Work: | |
Description:
2 John
Barker
P
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4.8. Managing the fixed broadband subscriber billing cycle.

Fixed broadband customers pay each billing cycle for the Internet service and remain
connected to the Internet unless the bill is not paid. A billing cycle is usually set to one
calendar month.

Click the menu billing tab to see the first box with the list of subscribers with the billing
status of each, and the second box with a list of invoices that have been issued. When
the customer is paid up to date the customer entry is shown in green. If the customer bill
is past due and payment has not been received then the customer entry is shown in
red. One task of the financial staff member is to check this list each day and follow up
with customers who have not paid their bill.

=
KA Billing Name Find ~
Bill customers for Internet usage =
Name / Company Enabled Billed Due
Bradley Cocper « 2021-11-17 2021-11-25
Channing Tatum w 2021-11-18 2021-12-18
Ch an Bale " 2021-11-18 2021-12-18
. . Daniel Craig w 2021-11-17 2021-11-21
The list of subscribers Dviayne Johnson | DEF News 3 dori117 | 20211125
displayed when the Emma Stone / ES Representa.. v 2021-11-17 2021-11-25
bllllng tab |S CIleed Past Frank / Enterprises LLc ® 2021-11-17 2021-10-27
due Iate paymentS are "H'!i(_'ltl:f'\EE w 2221'].1'-_.' 1_0?1-'_1-2?
. George Clooney " 2021-11-17 2021-11-25
Shown In red w 2021-11-17 2021-12-11
" 2021-11-17 2021-11-21
" 2021-11-17 2021-12-01
Fobert Downey w 2021-11-17 2021-12-11
w 2021-11-18 2021-12-18
" 2021-11-17 2021-11-28
w 2021-11-17 2021-12-10
x 2021-11-17 2021-05-28
® Customers can also be billed independently for Internet and issued with a login code

The second box shows the list of invoices issued. The date range can be selected to
display invoices for a specific time period.

| id invoi ices RN =l BEEE B3 A
The list of pald invoices 2 Invoices Name 11/18/ e 11/30/
dlsplayed When the Record of customer invoices / previous bills for service =

ATH . : Number Date MName / Company Value Paid

billing tab is clicked. Any

"y . 298 2021-11-18 Sandra Bullack 520.00 '
unpald InVOICeS are 297 2021-11-18 Christizn Bals £20.00 v
shown in red. 296 2021-11-18 Channing Tatum £10.00 v

Total: $50.00
Received: $50.00
Due: £0.00
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The customer billing
entry is selected for
processing. Choose one
of the options in the
drop-down menu. For
example print an unpaid
invoice to send to the
customer, and when the
customer’s payment is
received convert the
invoice to paid, which
also sets the account as
paid.

Select the option to send
a request for payment by
email, the message can
be edited and saved then
used as the default
message to customers.

Wisp

Click on a customer entry to select a billing process for that customer. Select from;
create unpaid invoice, create paid invoice, request payment by email message, charge
credit card, enable automatic billing.

Billing period

Valuz:

Action

Email subject

Payment Instructions:

Save instructions:

¢ [202110-25 |- | 202111125

: | Request payment by ... ]

: | Payment due for Internet ac |

$20.00 US Dallar (USD)

¥ Billing [ Name | »
Bill customers for Internet usage =
Bill customer:
Name: | Dwayne Johnson | &
0. [ - =
Email: |johnesq+Johnson@gmalI.con| 1
Company Mame: | DEF News Corp |
Service status: +" Internet access allowed
Internet access plan: | Tier 4 | @
Billing period: | 202110-26 |- 20211125 |
Value: | $60.00 US Dollar (USD)
Action: | Please select v|
Please select
Create invoice (unpaid)
Create invoice (paid)
Request payment by email
Charge credit card
Enable automatic billing
KR Billing Name Find .S
Bill customers for Internet usage =
Bill customer:
tzme: | Bradley Cooper | &
" 5 - =
Email: |johnesq+Coop-er@gma|l.ccrn | e
Company Mame: | |
Service status: « Internet access allowed
Internet access plan: | Tier 2 | @

Hi Bradley Cooper,

paid.

The amount to pay is $20.88

yYour payment for Internet access is now due
for the period 2021-18-25 to 2821-11-25.

You may be disconnected if the bill is not

[0 Sawve for next invoice

Send invoice

' Use default
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& Invoice 298: Sandra Bullock ~
INVOICE
Select the option to print ( ) Date: [ 20214118 |
an invoice. The invoice "‘“"‘b“’lf_ﬁd I
. Terms: al
can be printed for Bl to: | Sandra Bulleck
posting or downloaded to Firad Systams Tnc ey e
send as an email el lo11s
attachment. 018 ves /
7863585407
john@fire4.com
Description Value
Internet access plan: Residential high spead _
Billing period: 2021-10-18 — 2021-11-18 =20
Subtotal: £20.00
Tax: £0.00
Total: $20.00
Comments:
| A Mark as unpaid | [&Print| [ & Download| |Backtolist

Each day the financial staff must check the list of subscribers for billing due dates. The
staff will send out an invoice before the due date, this period depends on the WISP, and
can be 15 days. The financial staff will check each day for payments received and note
a payment receipt on the customers account by clicking on the paid invoice. The
customer can access the paid invoice that is generated via the CRM portal login. If a
customer fails to pay an invoice by the due date then the customer looses access to the
Internet because the billing system disables access, but the customer does have
access to the CRM portal. When the customer account is marked as paid the Internet
access is restored by the billing system.

The billing system is very easy to use and requires very little staff training. The manager
must check the billing display daily to follow up with staff procedures.

4.9. Managing the mobile broadband on-demand billing.

The mobile broadband on-demand billing requires access codes to be generated by the
WISP then downloaded and saved in a comma separated value (CSV) format. The
access codes can then be printed onto vouchers or scratch cards for sale to customers.
Customers can also purchase access codes through the CRM portal and pay on-line
using a credit card.

The mobile broadband service will be provided via an unencrypted wireless access
point and will be a connection over a short range of a few hundred meters, as
customers will be connecting with mobile devices.
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Select the codes option in
the menu then select the
access control router
gateway where the code
will be used.

Select the parameters for
the codes to be generated;
the type of code (random
or custom), the number of
codes if random, the code
name if custom, the code
duration, the number of
users per code, the
maximum download and
upload speeds, and the
download and upload data
limits. Then click the
‘create codes’ button.

Click the ‘view all codes’
button to show a list of all
codes that have been
generated. Download the
codes for printing.

S Manage gateway codes

| Tower 1 (779b7eBb50) v |

Create top-up or single use login code for a gateway

Code Taxt:
Expiry Time:
Down Speed:

Down Limit:

Codes created in this box are only valid for this gateway.

Default tl

Default v

Wisp

Codes to create: _

Usage:  [AUser v

Up Speed: Default N
Up Limit: Default i

Codes in use: 11

= Create codes for Tower 1 (779b7e8b50)

ezl

o)
=

# Manage codes for gateway Tower 1 (779b7e8b50)

View, download or delete top-up and single use login codes on a gateway

Enter code to check: |

| [checkcode |

| View all codes |

A
=

# Create codes for Tower 1 (779b7e8b50)

Create top-up or single use login code for a gateway

Code Text:
Expiry Time:
Down Speed:

Daven Limit:

Mew Codes:

Code

4LBAKL

JFKEMD
NFWHRD
TRRSRC
XF2KCP

2GB

Time

1 day
1 day
1 day
1 day
1 day

R R e

Ceodes created in this box are only valid for this gateway.

Codes to create:

Codes in use: 10

)

Usage:
Up Speed: 512 Kb... ¥
Up Limit:

Speed limit
Down Up
2048Kbps 512Kbps
2048Kbps 512Kbps
2048Khbps 512Kbps
2048Kbps 512Kbps
2048Kbps 512Kbps

Dowmload CSV file

Data limit
Down Up
2048MB 1024MB
2048ME 1024MB
2043ME 1024MB
2048MB 1024MB
2048MB 1024MB

A
=

# Manage codes for gateway Tower 1 (779b7e8b50) ry

r

=
=
=
-
-

Code

4LBAKL
JFKEMD
NFWHRD
TRRSRC

HF2KCP

Enter code to check: |

View, download or delete top-up and single use login codes on a gateway =
| | Check code | | View all codes |
Download CSV file
- D Up Dwn Up Dwn Up
Time | Users | Time left
Kb/s | Kb/s | MB MB | used | used
1 day 1 1 day 20438 512 2048 | 1024
1 day 1 1 day 20438 512 2048 | 1024
1 day 1 1 day 2048 512 2048 | 1024
1 day 1 1 day 2048 512 2048 | 1024
1 day 1 1 day 2048 512 2045 | 1024
O Default U Unlimited

Delete checked codes
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4.10. Gateway configuration and traffic information.

Each access control router gateway can be
monitored and configured. Click the ‘gateway’
menu entry then select the gateway to be
displayed from the drop down list. This screen
is also used to find a gateway, add a gateway
and delete a gateway. When a gateway has
been selected the configuration parameters for
that gateway are displayed.

The access control router
gateway parameters are
displayed as a series of
boxes that can be opened
as required. The access
control router gateway
status box is shown
opened to display the
basic parameters of the
gateway. Note that the
access control router
gateway firmware is
updated automatically by
the easyWISP system.
Each box is described in
the following pages.
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& Display gateway

| Select gateway: hl |

Select gateway:
Tower 1 (779b7edb50)

Tower 2 (9aB087 1c88)
Tower 3 (576ed3f3358)
Tower 4 (d70cfcc391)

+ Add gateway

—

& Delete gateway

I

& Display gateway

| Tower 1 (779b7e8b50) v | &

@ Gateway status

Public IP address: [ 98.203.45.175 |

Uptime: | 2d Oh 28m 163 (U]

MAC address: [ T:b3:d5ieb:04:7e |

Hardware: | EasyWISP EZ100G |

£ Gateway setlings

i Customer access

users: v
Performance: A4
— v

B Authenticated users (logged in)

B Connected users (using the gateway)

& MAC addresses

& IP addresses and web sites
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The easyWISP gateway configuration includes a list of parameters that can be
configured via the Cloud for each easyWISP access controller. The parameters are
listed below:

e Verify the gateway configuration parameters.

Remotely reboot the gateway.
e Set a name for the gateway.
e Change administrator password.

e Configure the WAN network interface as a DHCP client or with a static IP
address.

e Configure the LAN port settings.

e Block access to private IP ranges.

e Port forward configuration; add up to 250 device port forward rules.

e Allowed IP list, allows access to an IP or domain name.

e Blocked IP list, blocks access to an IP or domain name.

e Allowed MAC list, allows a device MAC address to bypass authentication.

e Blocked MAC list, blocks a device MAC address when attempting authentication.

The gateway settings box permits the network configuration parameters of the access
control router to be changed. Each gateway is given an easily recognizable name (e.g.
Tower 1) and the password of the gateway can be changed.

The WAN port settings will have been configured when the easyWISP or Mikrotik
access control router was installed and can be modified here if required. The WAN
settings will have been set either for a static public IP or as a DHCP client installed
behind a network router with a private address range. If a mistake is made when
modifying the WAN settings then contact with the device will be lost and the technician
will have to go to the tower to reset the WAN settings.

The LAN port settings always provide a DHCP service for CPE devices configured as
routers. The CPE devices can be configured with static IP’s however each IP must be
within the LAN subnet range but outside the DHCP range. The DHCP range will require
changing if CPE devices are configured with static IP’s.

The gateway settings can be viewed via the Cloud. The access control router gateway
settings box shown on the next page permits changes to the gateway parameters.
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Custom login page and network settings for gateway =

EasyWISP User Manual

MName: | Tower 1 |

Hostnamea: | wigplogin.com |

Login page: | wizplogin.com (default) Vl at Add 5 custom paga

Admin Password: | e | Rapaat: | e

WAM port settings: () Change will reboot gateway and log out users
A Invalid WAN settings may require 3 site visit to restore cloud access!

Type: | DHCP Vl

IP address: | 10.1.10.220 |

Metmask: | 255.255.255.0 |

Gateway: | 10.1.10.1 |

pnS: | 75.75.75.75 | |75.75.76.76 |

LAN port settings: Y Change will reboot gateway and log out users

IP address: | 192.168.96.1 |

Metmask: | 255.255.240.0 |

Gateway: | 192.168.96.1 |

DNS: | 192.168.96.1 |

DHCP start: | 192.168.96.10 |

DHCP end: | 192.168.111.254 |

Lease time: | 8a400 | {seconds)
Firewall settings: * Change will restart firewsall and log out users
Block private IP ranges: [ 152.168.0.0/16 + 10.0.0.0/8 + 172.16.0.0/12

Port forward settings: WAN port scoess to local network

WAN port LAN IP LAM port Forward name / comments <
1] |3 | | | | | | &

Update
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The gateway settings box has two additional configurations. The first configuration will
block access to private IP ranges in the WAN circuit and is useful if the WAN port is
connected to a router and is sharing a private IP range with other devices. The second
configuration is to add a port-forward rule to permit wireless access points and CPE
devices to be accessed remotely where the WISP requires access to the device Ul for
configuration purposes. Up to 100 port-forward rules can be added.

The information boxes shown below illustrate the subscribers and authentications with
time.

Customers with access to this gateway =
Name / Company CPE MAC Description Enabled
The ||St Of Subscrlbers Danigl Craig el:23:82:c3:8d:24 Dzniel Craig residential +
associated With the tower Dwayne Johnson // DEF News Corp 88:dc:96:44:98:4a  Business - DEF News Corp v
access Contl"0| router Frank / E'TE-EI'ZII'ISES LLc fe:d5:44:93:3h: 7e fr:znkes pl'cr.e . w
Mark Wahlberg 00:88:2c:0d:97: 88 Mark Wzhlberg residentiz o
gateway and a graph nuvonat | nuvonet fe:d5:44:93:3b: 7e frankies phone for testing w
showing the number of
authenticated subscribers
with time. The time axis — -
Graph of connected and authenticated (logged in) users over time =

can be selected between 1
hour to 1 week. 5

Now

(=]

= Connected s Authenticated

The graphs shown below illustrate the performance of the gateway and backhaul
connection, and can be used to identify bottlenecks in the network and indicate where
circuit upgrades are required.

Performance: L
Graph of gateway hardware performance (shows hardware bottlenecks) =

Graphs showing one e
performance of the
gateway processor in % of
maximum capacity with o detalia i el e
time, and a graph of WAN

port bandwidth use with

time. The time axis can be

Changed from 1 hour to 1 Graph of Internet usage data (all data through WAMN port) =
week. 2
o
10
= Down (Kb's) = Up [Kbis}
Down: 61.71 MB Up: 6.36 MB Total: 68.07 MB
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The boxes show below list the subscribers that are connected to the network and the
subscribers that have been authenticated. Connected means that the CPE is visible to
the access control router, while authenticated customers are communicating over the
network and their identity has been authenticated.

B Authenticated users (logged in) ~

All logged in devices with acecss to the Internet (excluding access points) =
MAC address 05 /browser Time left Data in / ouwt Code [ User
Lists showing Mo users suthenticated

authenticated and

connected subscribers.

All devices connected to the gateway (with or without Internet access) =
MAC address IP address Hostname Block IP Block MAC Allow MAC

Nea usars connected

The tables shown in the figure below are the MAC blocked and allowed tables that are
configured for the access control router, and the IP or domain allowed and blocked
addresses for the access control router.

MAC addresses allowed to bypass login (eg WIFI access points) =
Allowed MAC list (one per line): Blocked MAC list (one per line):
@8:11:22:33:44:55 88:11:22:33:44:55
ga:bb:ccidd:ee:ff aa:bbicciddiee:ff
The upper box is the
list of allowed and
blocked MAC
addresses, and the y P
lower box shows the

allowed and blocked IP
or domain name

addresses,

IP addresses, domains and web sites always blocked or always allowed =
Allowed IP list {one per line): Blocked IP list {one per line):
12.34.56.78 12.34.56.78
W Web-site. com W web-site. com
4 A
(# Change will restart firewall and log out users
Update
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The easyWISP gateway also has diagnostic functions that can be accessed locally to
debug installation problems. EasyWISP controller firmware is updated automatically via
the cloud, however the firmware can be uploaded manually when connected directly to
the gateway. Several network tools are available that can be used to test circuit

functionality.

B A
Firmware Update D 63a7cddcf7
C4WISP status: OK

Firmware should be updated from the cloud but can also be updated here

Internet access: YES U

Select File: Browse... | No fil...cted.
Update

Network Tools

These tools can help diagnose network issues

ping v

IP / Domain: Run command
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4.11. Monitoring of network failures.

The configuration of the access control router gateway monitoring was described during
initial setup. The messages that are sent to the WISP administrator in the case of failure

are shown below.

Activate alerting in the

case of access control

router gateway failure,

which may be due to a

failed device or a tower
WAN circuit failure.

Message sent to the WISP
administrator when the
easyWISP system looses
contact with an access
control router gateway.

Message sent to the WISP
administrator when the
easyWISP system
restores contact with an
access control router
gateway.

The monitor sends an alert when a gateway fails to check-in and another when it resumes.
The hide option removes a gateway from the dashboard, useful for prolonged outages.

The downtime defines how long to wait before alerting. Increase to reduce false alerts.

Alert email address: | john@fired.com

English

Email language:

Alert Hide Downtime
Tower 1 (779b7e8b50) 0
Tower 2 (9a80871c58) (]
Tower 3 (576ed3f8a8) 0
Tower 4 (d70cfcc591) (]

Change Setfings

Gateway DOWN - Tower 8 (EZ-250R) (fba0898308) > inbex =

EasyWISP noreply@easywisp.com yig registrar-servers.com

Wisp

This is an automated e-mail from the EasyWISP cloud, you have chosen to be notified when the status of a gateway changes
Gateway Tower 8 (EZ-250R) (fba0898308) has gone offline.

This could be due to loss of Internet at the site or a configuration issue.

You will receive an e-maill when the gateway is back online.

To reduce false alerts, increase the downtime alert threshold from § minutes to 10 or 15 minutes.

To manage your gateways or to change your alert notifications please go to https:/admin.easywisp.com

Gateway UP - Tower 8 (EZ-250R) (fba0898308) © inbox =

EasyWISP noreply@easywisp.com ¥ia registrar-servers.com
to John =

ey«
/
WISP
This is an autornated e-mail from the EasyWISP cloud, you have chosen to be notified when the status of a gateway changes
Gateway Tower B (EZ-250R) (fbaDB98308) ic now online and communicating with the cloud.

To manage your gateways or to change your alert notifications please go to hittps:/admin.easywisp.com
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4.12. The subscribers view of the Internet service (the CRM portal).

The customer relationship management (CRM) portal serves a number of purposes.
First the customer is redirected to an information screen if the customer’s account is not
paid, or else there is a technical problem and the access control router has no
connection to the Internet. The WISP might have set a data cap with the subscribers
account so if the data cap is exceeded the information screen is displayed.

9, WiSPlogin.com: Login P X L+ v - (&3] X

<« - 0O @ 0 |earch or enter web address = 72 B -

i l [
_ P |

Login Problem

The screen that the
subscriber will see when
the account is past due.
The billing system has
disabled the subscriber
and the subscriber is re-
directed to this page.

B Internet Login X L+ v = (] X

&« > 0O o £ kearch or enter web address o A (L e

Internet Login

If a data cap is configured kot e it saiin
for the subscriber and the g e g
data cap is exceeded then : bee ][ Comes
this is the screen that the . [Ziegin]  you have an account

subscriber will see.
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When the subscriber account is created the subscriber receives a message with the
CRM portal login user name and password, this is either sent to the customer via email

or printed out and given to the customer. An example of the email message is shown in
the next figure.

M Gmall John Barkar <phnasg@gmaicoms
Welcome to our network

An example of the 1 message

message that the pprie s arr sl Sal, May 23,2020 ;1618 FM

Ta: Bradey Cooper =johnesg+Cooper@gmail com=

subscriber receives

when the account is
created, advising the (‘g))

username and

password to access the Weicome Eradley Caoper,

CRM portal together N | )
th the porta| U RL An secount has Sean gremsd lod you on ouF cusiomes poetal J) hllps Mwisp waploge oo youl Isgin detsiis sre a3 follows:

wi " Uz amame BradiayCoapar

Password: $574337d

Plagss changg e pas swond 85 E00N 35 Fu Can

Yoo can use T portal b chack your accound, pay and download Invoices
Phearse conbact us if you have any questons.

Thanks.

Typing the URL into the browser tab opens the subscriber CRM captive portal login
page.

=] | 5 Customer portal X l+ v e = %

< 0y £ | httpsy//fiwispwisplogin.com/ * = 7 B

The CRM portal login
screen using the login Customer portal

credentials provided in , Wekcome, lase o int sccess your sccount
the message.
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When the subscriber logs in to the CRM portal there is a menu with several options;
view account information, see billing information, which includes downloading invoices,
open a customer support request, change the password and logout.

9, Customer Portal X

<« > 0O o ) | hitpsy/fiwisp.wisplogin.com/#

Customer Portal = Menu
Hi Daniel, account status is |. :::::;"t i
The CRM screen after ' e P et i speec
login showing the e R s
subscriber’s account A SRR T
status. 3 :

1, Customer Portal X

£ | hitpsy//fwispawisplogin.com/?0=billing

Click on any invoice to

open and view the o
invoice. ] (e[ oate | Descrption [vaie )

17 2020-06-26 Internet access plan: Resi... $20.00 |

Customer Portal

11 2020-05-27 Internet access plan: Resi... $20.00
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Click on any invoice listed in the billing menu to open it in a new browser window. The
invoice can be printed or saved on the subscriber’s computer.

®, 70=billing&i=28&pdf= X . L‘ = EE
&Sy Y £ | httpsy/fiwisp.wisplogin.com;? i 8&pdf=1 ?| 73| A=
1o | 0 -+ 2 /72 n|A~N 2L a8 B|R
INVOICE
Num_ i 1
. . . B
Display an invoice B e
selected from the list of
. . 33015
invoices. LI
Jjohn@fired.com

[ Description Value
| Intemet access plan: Residential high speed 52000
Subtotal: $20.00

Tax: 50,00

Total: $20.00

Comments:

The subscriber can click on the support menu entry to open a customer support
request, which is sent to the helpdesk.

®, Customer Portal X

<€ > O @ £ httpsy/Awispwisplogin.com/20=support

Entry of information for e
a customer support S

request. . = e

Your name: Daniel Craig

Email address: johnesq+Craig@gmail.com
Phone number: 445-233-9283
Ticket subject: Plan upgrade

I want to upgrade my plan for faster Internet
Please call mel

Create ticket
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4.13. Helpdesk.

Click on the helpdesk menu entry to view the customer support staff screen. The
helpdesk shows a box with open support tickets that are sent by subscribers using the
CRM portal. Click on any ticket entry to open a box that will display the ticket.

Customer Support Helpdesk Name or keyword ~

The ||St Of Open thketS IS Tickets created by customers or staff to manage support issues =
Shown’ each can have a # Updated Ticket Created Assigned
prlorlty Set aCCOFdIng to 12 2020-07-03 Plan upgrade D=niel Craig
th f th . 11 2020-05-28  Ticket from customer portal Frank
e Urgency o € ISsue. 10 2020-05-27  Upgrade plan Frank
Closed rassigned ority ] Critical

When the ticket is opened by the customer support staff then customer support may be
able to answer the question, or the question may need assigning to another member of
staff; the financial staff for billing questions, the sales staff for upgrades and new
services, and the technical staff to answer technical issues. The reply to the customer
can be sent via an email or via a call. Check the box to send an email.

Tickets created by customers or staff to manage support issues =

Aszignad: | Unassigned w | Pricrity:

Mame: | Daniel Craig | Company: | |

Address: | Big Island Drive 7736 | Address: | |

City: [ West Hollywood | state:  [ca |
The support ticket with z1P: [10254 | country: [Usa |
the request from the Telephone: | 445-233-9283 | email:  [johnesq+Craig@gmail.com |
subscriber.

Work: | Plan upgrade |

Description: | I want to upgrade my plan for faster Internet

. Please call me

2 Danisf
Craig
e
Update: O & Check to make private (hide from customer)
2 john [ & Chack to send update in an email to customer
Barker
P

[ Update helpdesk ticket
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The customer support staff also receives telephone calls from customers. A common
type of call is a complaint that the customer has no Internet access. The customer
support person can check the circuit through to the customer CPE wireless using a
feature on the gateway configuration screen. If the response shows that the circuit to
the customers CPE is good then the problem is the network at the customer’s premises.
If a problem is detected communicating with the CPE then the customer support staff
must open a work order for the technical staff to locate and correct the network problem.
If the problem is found to be at the customer’s premises then it is usual to request the
customer to pay a service charge in order to have a technician go to the customer’s
premises to correct the problem. If the customer agrees to the charge then a work order
can be opened for technical staff to proceed to the customer’s premises to repair the

fault.

Gateway configuration
screen showing circuit test
to CPE.

Check customer CPE
display showing the result
of the customers CPE
circuit test.

WispP

Customer provisioning:

Please make the following changes

Internet access management:

Customer enabled: Internet access allowed

© Recurring plans only, a login code can be created for sin gle use
Internet access plan: | Tier 2 v TEST CPE
© Enter same MAC again if acce neaded on multiple gatewa
Q) Test access from gatewa customer CPE (results on Mon ng page
CPE MAC address Description Gateway Allow
I €8:40:12:3b:c5:c3 I I Bradley Cooper res | I Tower 3 (E... V¥ I Yla
4+ Add
1 Check customer CPE/device & Reload ~
Test CPE devices, tests can take a few minutes, reload page to check =

Gateway (ID) MAC Address (Customer) Reply to 2 ARP pings

Tower 4 [d70cfcc591) 54:3%:be:64:45:c5 (Bradley Cooper) B Waiting for reply... x

Tower 1 (775b7e8b50) el:23:82:c3:Bd:a4 (Daniel Craig) Waiting for reply... x

Tower 4 {d70cfoc391) B4:39%:be:64:45:c9 (Bradley Cooper) B [@o0ms] (@ 14ms) (@ 3ms] =

%

El Comms error / Not found

Tower 4 [d70cfcc391) 08:%e:01:b3:72:61 {Channing Tatum) B

O L Replies missing

@ CPE checks can be camried out from the CPE setup section of the customer's pagse
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5. EasyWISP cloud management
additional configuration
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5. EasyWISP cloud management additional configuration.

When the Cloud account has been created then the WISP can login with the chosen
username and password provided. After the first login change the password, using a
strong password. Keep the username and password in a safe location where it can be
retrieved if necessary. Do not give the password and username to others. Employees
can be added to the account later.

5.1. Dashboard.

When the login has been completed successfully then the Dashboard will be displayed.
See the next figure.

The first box shows the workflow steps to remind the administrator.
1. Set up a gateway.
2. Add plans.
3. Add customers.

The first easyWISP gateway was added when the account was created. Subsequent
easyWISP gateways can be added at any time. Customers/subscribers cannot be
added without a billing plan to associate with the customer, therefore step 2 is the
addition of a billing plan. It is likely that the WISP will require several billing plans,
examples are:

e Basic Plan: 10Mb/s download speed, $19/month.
e Performance Plan: 25Mb/s download speed, $39/month.
e Business Plan: 50Mb/s download speed, $65/month.
When subscribers are added they are associated with one of the billing plans

The Cloud Dashboard page, with four easyWISP gateways in use is shown on the
following page.

The first box within the page is for instructional purposes and can be removed by the
WISP.

The second box within the page shows the gateways that are associated with the
account. The usual configuration is to install a gateway at each tower, however several
towers may be backhauled to one gateway.

The third box within the page is a graph that summarizes the number of logins across
the WISP's network, the period of the graph can be selected at 7, 14 or 28 days.

The fourth box within the page lists recent subscriber logins to the WISP's network. The
number of subscribers displayed can be selected as 10, 100 or 1000.
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= Gateways
£ Plans

& Customers
= Codes

¥ Billing

B Helpdesk
% Work Orders
% Monitoring
Z Staff

@ Settings
? Show Help

% Logout

? Clond4WISP is as easy as 1-2-3 ~

Do the following to set up a new WISP

1. Set up a gateway
2. Add an Internet plan
e Set up customers

Lions have a halp box which can be hidden, cick 'Show Help' Lo display them all.

You can also bover the mouse over text and icons for more help. CRck for suge

|y Rermove this B
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0 Gateway status JEEES L R ~
Current status of WISP gateways =
Gateway (ID) Auth # Conn & Status
Tower 1 [EZ-1000G) Sb7eBb50] 1 L »
Tower X (EZ-100G] [2aS20E71cBE 1 L L
Tower 3 (EZ-100G) | 576cdIFEEE] 2 3 L
Tower 4 [EZ-250G) (g7 0ctcc591] ] 2 o
Tower 5 {EZ-100G) (2ZE5101251 ) (1 L o
Tower & [ET-10008) {DdIabIsdns | (1 L o
[EdTOSZI8d0) 2 . W
Tower B (EZ-Z50R) (fxalB9E3I0E] o o W
o M Cherk-in & Disatied B Hide & Alert
ALL GATEWAY S W 28 days w
Total number of live logins across all gateways =
i5
15
10
5
0 e, S s /\
25-Apr 02-May 08 My 16-May

Mast recent loging across all gateways o
Date time Gateway MAC address Customer Login

T 05/17 16:38  Tower 1 (EZ-1006) 00:88:2c:0d:97:88 Mark Wahlberg = MAC
" 05/14 14:08  Tower7 (EZ-1000G)  48:5b:39:09:53:95  Dwayne Johnson  MAC

frank jones MAC

Emma Stone MAL

Dwayne Johnson AL

_-E.":'.Il- 16:53 Tru:cr 2 (EZ-1004G ) tErEc!dt:E;!l!-'.lr Tom Cruise MAC
_E-E_.I'-II -I.E:El Tower 3-1 EZ-100G) Dﬂ!l!!ﬂ;:"fﬂ:ﬂa!ﬁ Robert Downiey H'.l;.'_

" OS/1116:51  Towerd [EZ-3506 £B:9c1dciB3:26:29 Kristen Stewart  MAC

Green: User jogged in more

78



EasyWISP User Manual

Wisp

5.2. Adding easyWISP gateways.

To add an easyWISP gateway click on the gateway menu entry then enter the gateway
ID in the first box and click the 'add gateway' button

Three other boxes are provided. Display gateway permits the gateway to be selected
from a drop-down list and selected in order to configure the gateway. Find a gateway
permits the ID or name of the gateway to be entered in order to locate the gateway
configuration page. Finally delete a gateway permits a gateway to be selected from a
drop-down menu and deleted from the gateway database. This might occur is a
gateway is transferred from one WISP account to another; a gateway cannot be
registered in two accounts simultaneously.

- |
&4 /Jy O
WISP

WIED 3099

@ Dashboard

£ plans ID or name: |

‘2% Customers

[ Find gateway ]

Codes
¥ Billin

2 4+ Add gateway A
B Helpdesk

Gateway ID: I I

S Wwork Orders
ID js displayed on gateway's admin page

% Monitoring

3 o [Add gateway |

Q Settings
? Show Help @ Delete gateway A
® Logout [ Select gateway: "J

(] Remove data from the Cloud

Gateway can be added by another account

Delete gateway J
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5.3. Configuring an easyWISP gateway.

First select the gateway from the display drop-down menu as shown in the screen
below. Click on the selected gateway to open the gateway configuration screen

-------

022

&
e

-

is

w8 kg ¥ Og N

G

Dashboard

Plans
Customers
Codes
Billing
Helpdesk
Work Orders
Monitoring
Staff
Settings
Show Help

Logout

= O

& Display gateway

| Select gateway: v|

Select gateway:

Tower 1 (EZ-100G) (779b78b50)
Tower 2 (EZ-100G) (9a80871c88)
Tower 3 (EZ-100G) (576ed3f888)
Tower 4 (EZ-250G) (d70cfcc591)
IDor  Touer 5 (EZ-100G) (2285101251) ]
Tower 6 (EZ-1000R) (0d26b36404)
Tower 7 (EZ-1000G) (6d7052f8d0)
Tower & (EZ-250R) (fba0898308)

I

4+ Add gateway

Gateway ID: | |

ID is displayed on gateway's admin page

Add gateway

© Delete gateway A

| Select gateway: v|

[] Remove data from the Cloud

Gateway can be added by another account

| Delete gateway

When the gateway has been selected the configuration parameters will be displayed.
This screen has a lot of information and is shown scrolled down over the following three

pages.
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£ Plans

&% Customers
= Codes

¥ Billing

B Helpdesk
3¢ Work Orders
% Monitoring
£ staff

& Settings

? Show Help

O Logout

© Display gateway -~ © Gateway status

Enal
Uptime: [17d18h48m34s | (O

i v
Users: -
=

Graph of connected and authenticated (logged in) users over time

=== Connected === Authenticated

WAN usage: [EZIENIIRA

-
Graph of Internet usage data (all data through WAN port) =

T Ly Ll T

== Down (Kb

== Up (Kbis)

Down: 2.10 GB Up: 194.69 MB Total: 2.29 GB

B Connected users (using the gateway)

-~
All devices connected to the gateway (with or without Internet access) =
MAC address

1P address
155 jo

Hostname Block IP Block MAC Allow MAC

160 jol

3 users connect:

ed
& 1IP addresses and web sites v

&% Customer access A
cess to this gateway =
CPE MAC Enabled
£8:40 a v
38:60:77:c6:34:dd v
00:1e:8c:74:8a:5 v
e 73
Graph of gateway P e (shows bottlenecks) =
Now
. —CPU = RAM
B Authenticated users (logged in) A
All logged in devices with acecss to the Internet (excluding access points) =
MAC address OS/browser Timeleft Datain/out  Code / User
e8:4 Auto/MAC  6d7hS50m  18.3G/1.7G6 ®
00:1 79M /71 [
more

The easyWISP gateway configuration parameters are described in sequence:

Box 1: permits the selection of any gateway managed by the Cloud

Box 2: shows the basic hardware parameters easyWISP gateway, the public IP, the
MAC address, the hardware version, the firmware version and if enabled. The on-line
status of the easyWISP gateway is shown, in the example the 'not checked in' message
indicates that the gateway is off-line and action must be taken to put the gateway back

on-line.

K Disolav gatewav
Select gateway:

Tower 1 (TT9bTedb50)
Tower 2 (9a20871c88)

Tower 3 (576ed3fEEE)
Tower 4 (2285101251)
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IMPORTANT NOTE: take care when modifying WAN IP addresses via the cloud. A
mistake made may require a visit to the tower to restore the WAN IP address via the
easyWISP setup page.

0 Gateway status

Public IP address: | 107.194.14.55 | Firmware: | 1.3.5mt |
MAC address | T0:b3:d5:e6:94:Te | Enabled: | Yes |
Hardware: | EasyWISP EZ-100G | Uptime: [2d21h56m36s | (D

Box 3: lists the customer CPE devices that are services by the easyWISP controller.

i Customer access

Customers with access to this gateway -]
Name / Company CPE MAC Description Enabled
Craniel Craig e0-2p:82:c3:Bd:a4 Daniel Craig residential "
Dweyne Johnson | DEF News Coarp BE:dc:D6:44:98:48 Busziness - DEF Mews Carp "
Mark Wahlberg QD:BR:2c:0d:97:88 Mark Wahlerg residential W

Box 4: shows the easyWISP gateway settings, which can be modified using this page.
The first section permits the device name to be changed, the login page to be changed
for a custom login page, and the admin password to be changed. The next section is
the WAN port settings, the default for the WAN port is DHCP client; however the WAN
port can be configured for a static IP. The next section is the LAN port settings. The
easyWISP EZ100G has four LAN ports, however they are configured as a switch. The
IP parameters can be configured for the LAN ports. The next section is the firewall
setting; the firewall will block access to private address ranges. This means that if the
WISP has other equipment at the tower connected to a router in addition to easyWISP,
it will block any subscriber attempt to access the network behind the easyWISP.

The final section is the port forward settings. Port forward rules can be added to permit
the WISP to access CPE and PtMP devices on the LAN side of easyWISP permitting
remote access to browser user interface (Ul) to modify the device configuration or to
test the device. The WISP might want to remotely configure the PtMP radio and CPE
radios. The rules for configuring a device for monitoring or remote access are as
follows: the IP address of the monitored device must be unique for each device, and
must be within the LAN subnet range, but outside the LAN DHCP range. Click the
update button after the changes are made.
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£ Gateway settings ~

Custom login page and network settings for gateway

Mame: | Tower 1

Hostname: | wisplogin.com

=

Login page: | wisplogin_com (default) | = Add 3 custom page

Adrmin s Repess

WAN port settings: 5 Change will reboot gateway and log out users

A Invalid WAN settings may require & site visit to restore cloud access!

Type: | DHCP

%

IP address: | 192.168.1.134 |
Netmask: | 255.255.255.0 |
Gateway: | 192.168.1.1 |

DNS: [192.168.4.4 | | |

LAM port settings: N Change will reboot gatewsay and log out users

IP address: | 192.168.96.1 |

Netmask: | 255.255.240.0 |

Gateway: | 192.168.96.1 |

DNS: | 192.168.96.1 |

DHCP start: | 192.168.96.10 |

DHCP end: | 192.168.111.254 |

Lease time: |3Ehll]ll} | {seconds)

Firewall settings: ' Change will restart firewall and log out users

Block private IP ranges: O 152.168.0.0/16 + 10.0.0.0/8 + 172.16.0.0/12

Port forward settings: WAN port access to local network:

WAN port LAN IP LAN port Forward name / comments <
1| |+ | | | | | | @
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Box 5: displays a graph showing the number of users connected to the gateway. The
timescale can be selected from 1 hour to 1 week.

users: ~
Graph of connected and authenticated (logged in) users over time L]

B

== Cannected = Authenficated

Box 6: displays the performance of the easyWISP gateway controller. This graph will
indicate to the WISP if the easyWISP controller requires upgrading to a unit with higher
performance. The timescale can be selected from 1 hour to 1 week.

Performiance: rS
Graph of gateway hardware performance (shows hardware bottlenecks) [
100%

How
0%
% T T | I T AT
m— TP e RAM

Box 7: displays WAN usage which is the utilization of the WAN bandwidth. If the WAN
circuit bandwidth utilization is constantly at maximum then the WISP should upgrade the
circuit for higher capacity. The timescale can be selected from 1 hour to 1 week.

WAN usage: ~

Graph of Internet usage data (all data through WAN port) =

4000

How
2000 ﬂ
o . i
= Down (Kbis) === Up (Kb's)
Down: 782.60 MB Up: 70.15 MB Total: 852.75 MB
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Box 8: lists authenticated subscribers currently logged in to the WISP's Internet service.
This list should include all subscribers, unless one subscriber has a defective wireless
connection.

BB Authenticated users {(logged in) Y

All logged in devices with acecss to the Internet (excluding access points) =
MAC address 05/ browser Time left Data in / out Code / User
bB:70:f4:22: 36100 Ao MAC 26d 20h 42m 1.3G / 62M Robert Downey X &
c8:%cidc:B3:23:1F Aurbo MAC 26d 0h 34m 108M / 5M Tom Cruise X &
f&16d:04:f5:10: 92 Buto/ MAC 26d 20k 44m 11M f 10M Sandra Bullock X &
3 users authenticated ¥ Logout wser 8 Logowt and block user more

Box 9: lists connected subscribers who are currently accessing the Internet. This
number may not include all the subscribers who are connected to the easyWISP
gateway. The WISP can use the information in this graph to estimate the contention-
ratio (see elsewhere in this document for an explanation of this parameter) of the tower
service.

B Connected users (using the gateway) Y

All devices connected to the gateway (with or without Internet access) =
MAC address IP address Hostname Block IP  Block MAC  Allow MAC
b8:70:f4:22:36:bb 192.168.106.90 john-PC Mo MNo Mo
c8:9c:dec:83:23:1F 192.168.107.73 jb-VBSORI Mo No Mo
f4:6d:04:f5:10: 92 1%2.,168,108.158 John-PC Mo Mo Mo
3 users connected

Box 10: shows the allowed and blocked MAC lists. Entering MAC addresses into the
allowed or blocked list and clicking the ‘update’ button will add MAC addresses.

MAC addresses allowed to bypass login (eg WIFI access points) =
Allowed MAC list {one per line): Blocked MAC list {one per line):
B@:11:22:33:44:55 B0:11:22:33:44:55
aa:bb:cc:dd:ee: FF aatbb:cocrdd:es: FF
Update
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Box 11: shows the allowed IP and blocked IP lists. Entering IP addresses into the
allowed or blocked list and clicking the ‘update’ button will add IP addresses.

& IP addresses and web sites .

IP addresses, domains and web sites always blocked or always allowed =
Allowed IP list {one per line): Blocked IP list (one per line):

12.34.56.78 12.34.56.78

www.web-site. com W . wWeb-site. com

' Change will restart firewall and log out users

There is no limit to the number of easyWISP gateways that can be added to a Cloud
account.

5.4. Plans.

A rate plan is a specific service provided for a group of subscribers. The rate plans
developed by the WISP are sometimes referred to as tiers. Each rate plan determines
the download and upload speeds, the download and upload byte counts, and the
charge for that service in the local currency. Rate plan characteristics are developed by
the WISP for the local market and will be determined by the operating costs, the local
demand for the service and the economic levels of the potential subscribers. Rate plan
examples are:

e Basic Plan (Tier 1): 10Mb/s download speed, $19/month.
e Performance Plan (Tier 2): 25Mb/s download speed, $39/month.
e Business Plan (Tier 3): 50Mb/s download speed, $65/month.

Any type of rate plan can be configured and there is no limit to the number of rate plans.
Click on the plan entry in the main menu to list the rate plans already configured; no
plans will be shown the first time that the Cloud account is configured) See the next
screen.
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)/ > ~~
((./.‘7 ° £ Internet Plans A
L' JISP Internet plans set costs and limits for Internet access ®

Name Description Price Time Customers

@ Dashboard

er 0 1Mb 50Gb upload and $5.00 1 month 0

= Gateways Tier 1 Basic residential mo $10.00 1 month 8
dentizl high spe $20.00 1 month 7

m = -
Tier 3 Business basic

‘& Customers e Biineas Rk sreed 00
Codes
¥ Billing
Helpdesk

1 month 1

1 month

W

Work Orders

q %

Monitoring

Staff

Settings

w O

Show Help

G

Logout

Click on the button 'add new plan' to create a new billing rate plan. The new rate plan
screen is shown in the next figure.

The parameters required to create a rate plan are as follows:
e Rate plan name (usually the name given to commercialize the service).

e Description of the rate plan (e.g. for small and medium businesses, for
residential subscribers).

e Charge for the rate plan (e.g. a monthly charge if the billing cycle is monthly)

e Currency for the charge (five currencies are currently available, see the drop
down list in the next figure).

e Rate plan type, usually recurring is selected.

e Period is the duration of the billing cycle (e.g. one calendar month, 12 charges
per year).

e Download speed (in Kb/s however speeds are provided to subscribers in Mb/s,
e.g. 1000Kb/s), or check the box if no speed limit.
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e Upload speed (in Kb/s however speeds are provided to subscribers in Mb/s, e.g.

1000Kb/s), or check the box if no speed limit.

e Data download limit (the maximum number of bytes that can be downloaded
during each billing cycle).

e Data upload limit (the maximum number of bytes that can be uploaded during
each billing cycle).

The next figure shows the currency alternatives in the drop-down menu.
=

Internet plans set costs and limits for Internet access =

Qs

& Dashboard @ Plans can either be "recurring’ or 'top-up’. Recurring plans are for subscribers and
are billed regularly {eg every month). Top-up plans are for casual customers and
& Gateways can be purchased via the login page.

@ The customer will lose Internet access if their data limit is reached. Plans are not

renewed until the next period starts. Some "top-up' plans should be created, these

.0s
‘at Customers will allow customers to purchase extra data on the login page or customer portal.

Codes -
KE Billing
Description: | Basic residential monthly |
Helpdesk
Price: [10.00 | [ USDollar... v]|
Work Orders

* - US Dollar (USD)
** Monitoring Plan type: @ Peso Mexicano (MXN)

Euro (EUR)
% Staff Period: | Monthly UK Pound (GEP)

Canadian (CAD)
2 Settings Download speed: E Mb/s 1 Unlimited
? Show Help Upload speed: Mb/s ) Unlimited
(0]

Logout Data download limit: |:\ GB B unlimited
Data upload limit: I: GB Unlimited

A Logins may be altered if a plan is changed, customers may be logged out

O A Plan cannot be deleted while in use, move customers to a different plan first

Update plan

In some locations or countries the ISP may charge the WISP for the data connection
per Mbyte or Gbyte downloaded. If this is the case the WISP should put a download and
upload data cap on users to prevent costs spiraling out of control. The WISP can charge
different prices for each data cap. The subscriber who reaches the data cap before the
end of the billing cycle can purchase additional data, which is sold as an access code
that is entered in a login page. The login page is shown at the end of the billing section.
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5.5. Customers (subscribers).

Click on the customer entry on the main menu tab to see a list of subscribers associated
with the Cloud account. This is shown on the following screen with subscribers who
have been added to the account.

=
2T
EolN, i i cCustomers Name Find ~
i : .'".-::r'-'r:!':l-lE_":xi Manage subscribers with access to the Internet =
Name [ Company Plan Billed MACs
@ Dashboard
Bradley Cooper v  Tier2 2022-04-25 1
&= Gateways : =
Channing Tatum v Tierl 2022-05-18 1
Christian Bale er £ < -03-18 1
g Plans Ch Bal v  Tier 2 2022-05-18
Daniel Craig v Tier2 2022-04-21 1
m Dwiayne Johnson / DEF News .. W  Tier4 2022-04-25 1
Codes Emma Stone / ES Representa... v  Tier3 2022-04-25 1
G Frank / Enterprises LLc v Tier 2 2022-04-27 1
EE Billing
frank jones “  Tieri 2022-04-28 i
HEII}GESk George Clooney v Tierl 2022-04-25 i
ﬁ Work Orders Kristen Stewart v Tier2 2022-05-11 1
: - Mark Wahlberg v Tierl 2022-04-21 i
% Monitoring
nuvonet / nuvonet v Tierl 2022-035-01 i
2 Staff Robert Downey v  Terl 2022-05-11 1
- Sandra Bullock L Tier 2 2022-05-18 1
3 Settings
susan smith w Tier 1 2022-04-28 o
?
? Show Help Tom Cruiss v  Tier2 2022-05-10 1
(U] Logout Victor / System W Terl 2022-05-28 1]
Add new customer

Click on the 'add new customer' button to add a subscriber. The next screen will be
displayed.

Customer details include name, email, company name (if a business customer),
telephone, and complete address. It is important to obtain the customers email address
as the Cloud system will send a welcome message to the customer.
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#& Dashboard
& Gateways
£ Plans
== Codes

©* Billing

H Holpdesk
X Work Orders
% Monitoring
2 st

© Settings
? Show Help
O Logout

& Customers [ Name | A
Mandge subscriburs with ectuss Lo the Inturnet =
Customur details:
Nure: [Bragisy Coopar | 8
Emad | JohnecqsCooperiomaileom | &
wardy Emad. [ johnecqeCooparfiomallcom |
crirpany Name:. [ ]
Tobphone: | Te5-444-8568 |
Adtres: | Mountsin Drive 18223 |
Addvuss Geamth: [ ]
Cuy: | Holywood |
Statu ICA I
210 | hacoce. | 12304 |
wiry: [UBA |
Customur portal credenceds:
Customer pertal | WD wigpiog n.com I =
Usernurw. | BradieyCooper |
B Livw passond Sz senly 10 anto-gevioratu o w -
W 1 #
il Can be st 10 e oo, The
o manage thur account
ad addeiss e Golaits Car
Be primec for the casiorer
Welcorw subiyect: [ Weloome to car network |
ko lunts | welcoee Sradley Cooger, 2
Thank -you for jolnisg our selwork,
AN 2ccoent has been oreated for yos os oo
Custloner portal at
hetps://Fluisp wisplogin.con, your login -
details are as follows:
Usersase: SeadleyCooper A
KKXNXX w v repdddud walh runm passverd
Save welbcamae tust Larvw fov naxt Clastonm C Use dufouit
[ 3and welcoms smail ][5 Print weicomes istesr |
Customur provisanimg:
Veark crder Crodie wark ardur fov OPE nmstatatig
Ascgn merh 0. [ Uneccigned v |
ONSas Exrainemt Please make the following changes
Vi
Internut sccuss manegemunt:
Customes enalied Inturnut accuss alicwed
© Lecurnng plans cnly, @ gn code can be created for soghe use
Intarmet access plan: | Tier 2 v |
© Sudur sarmu MAC again f sctiss & seuded on mubgle gulemays
D Tt s from guteway bo custootur CFE (nesuls on Mamilonng puage
CPE MAC addruss Description Calewaey Allow
1 |eg:éof22n080s | | BracieyCooperrmi| [ Towerd.. W | e
+ Ao

aids
N

S

o))

SP
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The customer support person will add the new subscriber information to the Cloud
account. Alternatively the WAIP may prefer the sales person to add the new subscriber
information. The following fields should be completed when adding a subscriber to the
WISP’s account

Subscriber name.

Subscriber email. When the subscriber is added Cloud will send a greeting email
to this address.

Company name if a business account, otherwise leave blank.

Subscribers telephone for contact. This will be required when the field service
technician receives the installation work order and schedules an installation date
and time with the subscriber.

Address. This is the address where the CPE radio will be installed.

Customer portal username. This is created by the WISP and is a service for the
subscriber to login to see account information, send support requests and make
on-line payments.

The portal password field is left blank; Cloud will send a password for the portal
with the greeting message. The WISP has no access to the subscriber’s portal
password.

Welcome subject and welcome text; the WISP can personalize the welcome
message that will be sent to the subscriber.

Check the box to save the welcome text that the WISP has prepared and will be
used for subsequent subscribers.

Customer provisioning, check the box to create a work order.

Assign work to; the drop-down menu lists the staff who can be selected to send
the work order to, this will be a field service technician or the technical manager.

Other comments is a box to provide additional information to add to the work
order, for example, the subscriber might advise that there is a vicious dog locked
in the house yard to want the technician who will do the CPE installation.

The Internet access management checkbox enables Internet access for the
subscriber. The WISP might wants to wait until the subscriber has given the first
month payment before activating the subscriber.

The Internet access plan can be selected from the drop down menu, this is the
data speed and price plan or tier that was chosen by the subscriber.

The CPE MAC address is entered when available; this MAC address will be
authenticated by the easyWISP access controller. The field service engineer can
add the CPE MAC address during installation if desired.
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e The description field is optional but should provide additional information that a
field service technician might need in the event that the link fails and requires

service.

e The easyWISP gateway that will service the subscriber is selected from the drop

down list

e The allow box is checked to allow the easyWISP gateway to accept access from

the CPE radio.

e Finally the update button is clicked to enter this subscriber into the subscriber
database. Note that the subscriber information can be modified at any time that

the subscriber information changes.

An example of a welcome email message is shown below;

Welcome to our network

Fired Systemslnc-'c--‘..‘ EiB D 0gIn. Com

(1)

Welcome Danigl Craig,
Thank-you for joining our network
An account has been created for you on owr customer portal at hitps./fwisp wisplogin.com, your login details are as follows

Usarname: DanbelCraig
Password: 3941737

Please change the password as 500N as you can
You can use the portal 1o check your account, pay and download invoices
Please contact us if you have any queastions.

Thanks.

Each subscriber has access to the CRM (customer relationship management) portal.
This is a WISP branded website where the subscriber can access information about the
account, and make payments on-line. The customer can also send support request
messages to the WISP. The customer portal is configured by the WISP when the Cloud

account is created:
http://<wispname>.wisplogin.com

Each subscriber is given a username that is created by the WISP for access to the CRM
portal. A password is sent to the subscriber in the welcome message. The WISP does

not know the subscribers password.
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5.6. Codes and Hotspot access.

In addition to the subscriber management the easyWISP Cloud system supports
Hotspot login. This Internet connection method is for anonymous customers and no
provisioning and activation is required. This method of access is popular for Internet by
voucher applications. The wireless Hotspot service must have a dedicated wireless
access point configured without encryption. The wireless access point that provides the
service for subscribers is configured with encryption. A Hotspot subscriber is recognized
because the MAC address of the user is not found in the list of subscriber MAC
addresses, this list of MAC addresses is in the Cloud subscriber database. In this case
the user will be redirected to a captive portal and see a custom login page with the
options to enter an access code or purchase an access code online. Access codes are
generated by the easyWISP Cloud and can only be used to access the easyWISP
gateway specified. When ‘codes’ is selected in the menu a box permits the gateway to
be selected where the codes will be used, as shown in the screen below.

& /(/f// ° & Manage gateway codes
W IsSP _
DeasyWISP 2022 l Select gateway: V|
SSeiectgatoway

Btashikoard Tower 1 (EZ-100G) (779b7e8b50)

Tower 2 (EZ-100G) (9a80871c88)
Tower 3 (EZ-100G) (576ed3f888)
Tower 4 (EZ-250G) (d70cfcc591)
Tower 5 (EZ-100G) (2285101251)
& Customers Tower 6 (EZ-1000R) (0d26b36404)
Tower 7 (EZ-1000G) (6d7052f8d0)

Tower 8 (EZ-250R) (fba0898308)

KR Billing

Gateways

Plans

B Helpdesk

%

Work Orders

3

Monitoring
Staff

Settings

v & Je

Show Help

C

Logout
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& Dashboard
= Gateways
£ plans

2% Customers
¥ Billing

H Helpdesk
*% Work Orders
%® Monitoring
Staff

Settings

w o e

Show Help

c

Logout

WispP

The codes menu permits access codes to be generated for a subscriber to use to login
to the network. Codes are generated for a specific gateway. Code login is also
accessible by subscribers and hotspot users via the login page. When the gateway is
selected two boxes open, the first is used to generate one or more codes, the second
box is used to check codes that were generated previously.

=
= Manage gateway codes
| Tower 4 (EZ-250G) (d7... |
& Create codes for Tower 4 (EZ-250G) (d70cfcc591) A~
Create top-up or single use login code for a gateway =
Codes created in this box are only valid for this gateway. Codes in use: 2
Code Text: Codes to create:

£ Manage codes for gateway Tower 4 (EZ-250G) (d70cfccH91)

View, download or delete top-up and single use login codes on a gateway

Enter code to check: | | | Check code | | View all codes ‘

When generating an access code there are several parameters that must be selected.

e Code text: random or typed. Selecting random will generate a series of alpha-
numeric characters that the customer with type into the login screen to connect to
the network. Alternatively a string of up to 10 alpha-numeric characters can be
entered to generate one specific access code.

e Number of cods to create: If ‘random’ has been selected then a number of
random codes from 1 to 10,000 can be selected and subsequently generated.

e Expiry time: A drop-down menu permits the duration of the code to be selected
from 30 minutes to 180 days and also any value can be entered if desired. The
code starts counting down from the data and time of first use, and the count-
down cannot be suspended.

e Usage: The number of users who can use the access code simultaneously. A
drop-down menu permits the selection of from 1 to 6 users, or unlimited users.
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Down speed: This is the maximum download speed that is permitted for the
code(s) generated. The download speed can be selected from the drop-down
menu, or a download speed is entered.

Up speed: This is the maximum upload speed that is permitted for the code(s)
generated. The upload speed can be selected from the drop-down menu, or an
upload speed is entered.

Down limit: This is the maximum download byte count that is permitted for the
code(s) generated. The download byte count can be selected from the drop-
down menu, or a download byte count is entered.

Up limit: This is the maximum upload byte count that is permitted for the code(s)
generated. The upload byte count can be selected from the drop-down menu, or
an upload byte count is entered.

Create codes button: clicking this button will generate the list of codes requested,
as shown in the screen.

: =
2P ae i b=
&L [1"('? i = Manage gateway codes
3 DeasyWISP 2022 | Tower 4 (EZ-250G) (d7... + |
& Dashboard
& Gateways & Create codes for Tower 4 (EZ-250G) (d70cfcc591) A
2= plans Create top-up or single use login code for a gateway =
& Customers Codes created in this box are only valid for this gateway. Codes in use: 3
Code Text: Codes to create:
H Helpdesk
3% Work Orders
New Codes: Download CSV file
Monitori
¥ tunivaing Speed limit Data limit
Code Time Users T T

2 staff Down Up Down up
L Settings 21NW50 1 day 1 Default Default Default Default
? Show Help
() Logout

£ Manage codes for gateway Tower 4 (EZ-250G) (d70cfccH91) A

View, download or delete top-up and single use login codes on a gateway =
Enter code to check: | | | Check code | | View all codes I
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Access codes that were generated previously can be viewed in the manage codes box.
A search can be made for a specific code by typing it in to the enter code box and
clicking the check code button, the code will be listed if found. The view all codes button
can be clicked which will list all codes generated for the gateway. The characteristics of
the code are displayed plus the time remaining for the code and the upload byte count
and download byte count used. This is shown in the screen below.

DF Y S
El i”fﬁ i = Manage gateway codes
i EreasyWISP 2022 | Tower 4 (EZ-250G) (d7... + |
@ Dashboard
& Gateways % Create codes for Tower 4 (EZ-250G) (d70cfcc591) A
= plans Create top-up or single use login code for a gateway =
8 Customers Codes created in this box are only valid for this gateway. Codes in use: 7
Code Text: Codes to create:
H Helpdesk
% work orders
% Monitoring
® Staff £ Manage codes for gateway Tower 4 (EZ-250G) (d70cfccH91) A
-—
View, download or delete top-up and single use login codes on a gateway =
1 Settings
Enter code to check: | | | Check code | | View all codes ]
? Show Help
Download CSV file
() Logout — : s .
I s : Dwn Up Dwn | Up | Dwn Up |
[ Cod Ti u T left
e e ot e Kb/s | Kb/s | MB | MB | used | used
O | oFeros | 30 mins | 1 30 mins p | o | p|p| ' '
0 | zinwso | 1 day 1 1 day | o D
O 3TYFNS 30 mins | 1 30 mins D D fa] D
(0 | 4DHOEL | 30 mins i 30 mins D D o] D
O 880718 30 mins 1 30 mins p | D D D
Delete checked codes D Default U Unlimited
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Codes are entered into a login screen for two reasons.

The first case occurs when a subscriber has used the upload or download byte count
allocated to the account, or else the billing period has expired and the subscriber has
not paid for the subsequent billing period.

The second case occurs for hotspot login. In this case the PtMP antenna is not
encrypted and the user is connecting a mobile device directly to the PtMP antenna.
When the MAC address is not recognized the login screen is displayed.

The login screen is shown in the figure below.

| B3 Internet Login X l+ v - O X

< S5 0O @ 2 earch or enter web address = 7 @

Internet Login

Welcome to our Internet service

Use a login code to accass the Internet:

I:ade ] I Connect I

@ﬁyaﬂhaveanmunt

Use of our Internet service consitutes an acceptance of cur tenms and
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5.7. Billing.

The billing menu is used to track the billing status of subscribers, to issue invoices for
subscribers, and to register a payment for a subscriber. If the subscribers account
becomes past due then the subscriber looses access to the Internet and will see a login

page.
The billing system has been designed for both pre-pay and post-pay billing; the WISP
will make the decision to choose the pre-pay or post pay business model.

Clicking the billing tab in the menu will open the billing screen. Subscribers are listed in
the billing box and are shown in green when subscribers are paid to date and red when
past due.

=
] L= S . i
(((19: ].: EB Billing Name Find A
i S dd,-,-.-.I:s: W Bill customers for Internet usage =
Name / Company Enabled Billed Due
& Dashboard
Bradley Cooper s 2022-04-25 2022-05-25
& Gateways Channing Tatum > 2022-05-19 2022-06-18
% Plans Christian Bale v 2022-05-1% 2022-06-18
Daniel Craig L 2022-04-23 2022-05-21
e
N Crdames Dwayne Johnson / DEF Mews . v 2022-04-29 2022-05-25
Codes Emma Stone / ES Representa v 2022-04-25 2022-05-25
o Frank / Enterprises LLc Ld 2022-05-19 2022-05-27
KR Billing -
frank jones W 2022-04-25 2022-05-28
B Helpdesk George Clooney v 2022-04-29 2022-05-25
3¢ Work Orders Kristen Stewart + 2022-05-11 2022-06-11
Mark Wahlberg v 2022-04-25 2022-05-21
% Monitorin
9 nuvonet / nuvonet v 2022-05-13 2022-06-01
:. Staff Robert Downey L' 2022-05-11 2022-06-11
. Sandra Bullock \/ 2022-05-159 2022-06-18
o Settings =
susan smith v 2022-04-25 2022-05-28
2?
¢ Show Help Tom Cruise v 2022-05-11 2022-06-10
O Logout Victor / System v 2022-05-19 2022-06-28
@ Customers can also be billed independently for Internet and issued with a login code
| Bill for a login code |

o5/01/2022 85/31/20822 v
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An invoice can be generated for a subscriber by clicking on the subscriber’'s name,

which will open the screen shown below.

Clicking the Action button will open a drop down menu. There are five options in the
drop down menu.

e Create an Invoice (unpaid).
e Create an invoice (paid).

e Request payment by email.
e Charge credit card.

e Enable automatic billing.

Prepaid customers are billed before the start of the billing cycle. Postpaid customers are
billed after the end of the billing cycle.

The customer is billed by one of two methods, request payment via email or else create
an unpaid invoice and post to the customer.

The screen to select these options is shown below.

I BHO
3 oy N T
3 ISP Bill customers for Internet usage =
& Dashboard Bill customer:
& Gateways Name: | Bradley Cooper | &
2 Plans Email: | johnesq+Cooper@gmail.com | &
i& Customers Company Name: | |

= Codes
Service status: «F Internet access allowed

KX Eilling
_ Internet access plan: | Tier 2 | J’

H Helpdesk

E gilling period: | 20220425 |- | 20220525
Work Orders '
& Monitoring Value: | §20.00 UsS Daollar (USD
2 staff Action: | Please select vl
ﬂ 5"!“"“9'5 _> Craate imioloe unpand)y and mark as pa|d
Create inveice (paid) <—
? Show Help to request payment Request payment by ema
@ Logout | Charge cradil card _
g Enable automatic billing

Copyright © Fire4 Systems UK Ltd., 2015 to 2022. All Rights Reserved. 99



EasyWISP User Manual

Wisp

A request for payment can be sent by email for payment by cash, check or other
means. Upon receipt of payment the WISP then generates a paid invoice, which then
updates the billing system that the customer has paid for the billing cycle.

Generation of the request for payment email is shown below.

- =l =|
X T Y gy e
C(ﬁc’.'ﬁ s ¥R Billing Name Find PN
& ISE Bill customers for Internet usage =
@ Dashboard Bill customer:
& Gateways MName: |frankjones | &
£ plans Email: |johnesq+frank@gmai|.com | =

L 1
= Customers Company Name: | |

Codes )
Service status: + Internet access allowed

KN Billing
_ Internet access plan: | Tier 1 | ;5’

EH Helpdesk

Billing period: [ 20220428 |-[2022-0528 |
3% Wwork Orders

Value: | $10.00 US Dollar (USD)

% Monitoring \sn)
& staff Action: [ Request payment by ... VI
2 Settings Email subject: | Payment due for Internet ac |
? Show Help Payment Instructions; | ft frank jones,
(0} Logout Your payment for Internet access is now due

for the period 2022-84-28 to 2022-85-28.

The amount to pay is $19.00

You may be disconnected if the bill is not
paid. =

Save instructions: [ Save for next invoice C' Use default

Send invoice
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When sending a request for payment the text of the message can be edited. The WISP
can save the edited text by checking the box in order to send the message to
subsequent subscribers.

An example of an email message requesting payment is shown in the figure below.

Payment due for Internet access © Inbox

= Fired Systems Inc <noreply@wisplogin.com:
& 10 Bradley =

(42)

Hi Bradley Cooper,

Your payment for Internet access is now due for the period 2020-05-11 to 2020-06-11
Thie amount to pay is 520.00

You may be disconnected if the bill is not paid

Please go to hittps.// fiwisp.wisplogin.com to pay the bill of for support

Thanks
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In the case where an unpaid invoice is generated then when payment is received the
WISP can open the invoice and click the button ‘mark as paid’. This will update the
billing system that the customer has paid for the billing cycle.

The figure below shows the unpaid invoice that was generated. The WISP clicks the
‘mark as paid’ button when payment is received.

el ? £ Invoice 395: Kristen Stewart
WIispP

INVOICE
@ Dashboard
B e Date: [ 2022-05-11 |
L 43
Number: | 395 |
= plans Terms: | Due |
ia* Customers Bill to: | Kristen Stewart
Lavender Drive 2910
Fire4 Systems Inc East Hollywood
(] " ¥
8 Codes 5073 nw 167 st unit c12 A
e hialeah
X Billing FILa e ;;222
33015
H Helpdesk us 4
% Work Orders 7863585407
john@fired4.com
% Monitoring
£ staff Description Value
. Int t lan: Residential high d
& Settings nternet access plan: Residential high spee 20,00
Billing period: 2022-04-11 — 2022-05-11
? Show Help
Subtotal: $20.00
O Logout Tax: $0.00
Total: $20.00

Comments:

| ¥ Mark as paid | | & Print | | & Download | | Back to list

When the print invoice option is selected the invoice is displayed in the window. The
print button sends the invoice to the printer. The download button downloads the invoice
as a PDF file.
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The invoice can be downloaded as a PDF document and printed or sent to the
subscriber. An example of a PDF invoice is shown below.

Bmirge| 1/ @d|EEHL 2 Fina| PN
~
INVOICE
Date: | 2020-05-22 |
Mumber: [ 1 |
Terms: l Paid
Bill to: | Bradley Cooper
Mountain Drive 18223
Fired Systems Inc Hellywood
6073 nw 167 st unit c12 CcA
hialeah uUsa
FL 12304
33015
us
7863585407
John@fired.com
Description | Value
Internet access plan: Residential high speed £20.00
Subtotal; 520,00
Tax: 50.00
Total: £20.00
Comments:
w
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The figure below shows the paid invoice that is generated. Note that the invoice status
can be change to ‘unpaid’ is required.

el ? 2 Invoice 395: Kristen Stewart A
WISP

s iy, INVOICE
# Dashboard
& Gateways Date: | 2022-05-11 |
Number: | 395 |
b Terms: | Paid |

23 Customers Bill to: | Kristen Stewart
Lavender Drive 2910
Fire4 Systems Inc East Hollywood
(] g ¥
S 6073 nw 167 st unit c12 24
e hialeah
KN Billing B ;;322
33015
Helpdesk us 4
% work Orders 7863585407
john@fire4.com
% Monitoring
£ staff Description value
. Internet access plan: Residential high speed
2 Settings - . $20.00
Billing period: 2022-04-11 — 2022-05-11
? Show Help
Subtotal: $20.00
O Logout Tax: $0.00
Total: $20.00

Comments:

| ¥ Mark as unpaid | | & Print | I_t Download | | Back to list

If the billing system is not updated by either method the customer Internet access will be
disabled when the payment becomes past due.
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As invoices are issued they are added to the invoice table shown below.

When subscriber payments are past due then the subscriber entry is shown in red. This
is seen in the screen below.

7RO &
[Z4AY/ 808 E2 Billing Name Find v
Wh- ISP

Dashboard = = = :
& 2 Invoices Name es/e1/2022 & [l 05/31/2022 A
F
= Gateways Record of customer invoices / previous bills for service =
= PpPlans Number Date Name / Company Value Paid
e 404 2022-05-19 Victor / System 510.00 x
‘m+ Customers :
403 2022-05-19 Victor / System 510.00 L'
Codes 402 2022-05-19 Sandra Bullock $20.00 o
“ Billing 401 2022-05-19 Frank / Enterprises Llc 520.00 ~
400 2022-05-19 Christian Bale 520.00 v
H Helpdesk TR
399 2022-05-19 Channing Tatum 510.00 w
X Work Orders 398 2022-05-13 nuvonet / nuvenet $10.00 v
. . 387 2022-05-11 Tom Cruise 520.00 L
% Monitoring 5
396 2022-05-11 Robert Downey 510.00 v
[ ] B
= Staff 395 2022-05-11 Kristen Stewart $20.00 v
O Settings Total: $150.00
Received: $140.00
? Show Help
Due: $10.00
¢ Logout

Each subscriber can login to the CRM portal and access the past and due invoices for
that subscriber.
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There are two cases where the subscriber can be deactivated.

In the case that the subscribers billing period has expired and the account has not been
paid then the subscribers access is deactivated.

The subscriber will also be deactivated if a download / upload byte count limit was set
for the account and the limit has been reached within the current billing period.

The subscriber will then see the following screen.

¥, WisPlogin.com: Login P X l S

&< 5> 0O m \ £ |search or enter web address ‘ O T

il

Login Problem
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In this case the subscriber has the option of clicking on 'account details' and then

purchasing an access code to enter which will enable Internet access. The login screen
to enter the access code is shown below,

xl+v - O X

& i 0 M £ kearch or enter web address VO T

Internet Login
Welcome to our Internet service

Use a login code to access the Internet:

Icaae ] [ Connect ]

@ifyouhavemmunt
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5.8. Help Desk.

The helpdesk page displays the help request tickets sent by subscribers through the
subscriber portal. The customer support person can respond to the ticket to provide the
information requested by the subscriber. The customer support person can also initiate
a ticket.

]
2y 7O ~N
(Z4AY i Customer Support Helpdesk Name or keyword )
:E~«]E 02 Tickets created by customers or staff to manage support issues =
# Updated Ticket Created Assigned
@ Dashboard pd 2
12 2020-07-05 Plan upgrade Daniel Craig
= Gateways 11 2020-05-28 Ticket from customer portal Frank
g Plans 10 2020-05-27 Upgrade plan Frank
Closed Unassigned High priority [[] Critical
®s
‘a Customers =
Create new ticket
Codes
K= Billing

% Work Orders
% Monitoring
= Staff

3 Settings

? Show Help

O Logout
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The subscriber can login to the subscriber portal using the username and password
sent in the welcome message.

- = Customer portal X [+ v — O X

&< — O Mm & https://ﬁwisp.wisplogin.com/?o:supporll = 71 e

Customer portal

Your name: Daniel Craig

Email address: johnesg+Craig@gmail.com
Phone number: 445-233-0283

Ticket subject: service upgrade

requesting a service upgrade to a faster speed
rlease contact me

Use of our Internet service consitutes an acceptance of our terms and conditions
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An opened support ticket is shown in the screen below.

2 —
G ZAY/80 H customer Support Helpdesk Name or keyword
2} EeanyWISP 2022 Tickets created by customers or staff to manage support issues =
@ Dashboard Number: EI Created: 202007-05
& Gateways Assigned: | Unassigned v] Priority:
= plans Mame: | Daniel Craig | Company: | |
:% Customers Address: | Big Island Drive 7736 | Address: | |
& Codes City: [ west Hollywood | state: [ cCaA |
&3 Billing zZIp: | 10254 | Country: [USA |
A Telephone: | 445-233-9283 | Email: | johnesg+Craig@gmail.com |
# Work Orders Work: | Plan upgrade |
> Monitoring Description: | I want to upgrade my plan for faster Internet
2 Please call me
2 staff Z Daniel
raig
L Settings
P
? Show Help
. Update [ & Check to make private {hide from customer)
o B 2 John [ = Check to send update in an email te customer
Barker
P
[ Update helpdesk ticket
Copyright © Fire4 Systems UK Ltd., 2015 to 2022. All Rights Reserved. 110




EasyWISP User Manual

Wisp

5.9. Work Orders.

Work orders are generated during the subscriber provisioning process. A work order is
an instruction to a field service technician to prepare an installation at the subscriber’s
site.

=2
2, - —
[ //.‘/5 i X Work Orders Name or work Find A
. : »EI 022 List of jobs for service engineers to install, update or remove equipment _
# Updated Work Created Assigned
@ Dashboard g
22 2020-05-24 Update customer John Barker Brad Pitt
)
&= Gateways 23 2020-05-24 Update customer John Barker Jamie Foxx
8 2020-05-2 e custo J rke b e Foxx
g Plans 1 0-05-24 Update customer John Barker amie Foxx
29 2020-07-30 Update customer Anne Hathaway
o+ Customers R :
28 2020-07-30 Update customer Anne Hathaway Brad Pitt
Codes 27 2020-07-30 Update customer John Barker
aane 26 2020-07-01 Update customer John Barker
&% Billing =
24 2020-05-27 Update customer John Barker Brad Pitt
Helpdesk 86 2022-02-13 Faulty CPE John Barker Ryan Gosling
* Work Ord Closed Unassigned High priority  [] Critical
S Create work order
%" Monitoring
L Staff
Q@ Settings
? Show Help
(O Logout

Click on a work order to see the instructions. The field service technician has the
information required to proceed with the CPE installation. The customer support
representative or field service technician can call or email the new subscriber to
schedule the installation and then add the date and time of the installation to the update
notes field.
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The work order can be printed by the field service technician and taken to the
installation site.

The field service technician must also take a printed agreement prepared by the WISP
which is signed by the subscriber after the installation work is completed, to state that
the subscriber accepts the installation and that the installation is functional providing
Internet access.

=
AT £ ’
f(/fr“’flﬁ i X work Orders Name or work Find A
i ; ;E:.—n :|E= 2027 List of jobs for service engineers to install, update or remove equipment =
@ Dashboard Mumber: Created: 2020-07-30
&= Gateways Assigned: | Brad Pitt v | Pricrity:
= Plans Mame: |susan smith | Company: | |
:% Customers Address: | main blvd 556 | Address: | |
Codes City: | hollywood | State: | ca |
KE Billing Z1p: | 11025 | Country: | usa |
Helpdesk Telephone: | 7865485577 | Email: |johnesq+susan@gmaii.com |
& Work Orders Work: | Update customer |
% Monitoring Description: | Please install a CPE at the address of the customer.
Lz staff 2 Anne Please confirm installation date with customer.
Hathaway

2 Settings

e
? Show Help

. Update:
L t -
© tonon 2 John
Barker
s
Update work order
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5.10. Monitoring easyWISP gateway equipment and WAN circuit for performance
and failure.

The easyWISP Cloud has tools that monitor the performance of each easyWISP
gateway and monitor each gateway for failure. When a failure occurs the easyWISP
Cloud will send out an email alert to the administrator and field service technician.
Failure warnings are shown on the Cloud display, in addition to email alerts sent to the
WISP staff. Each easyWISP gateway must have the monitoring alert enabled and a
delay time selected between the failure being detected and an alert being issued, then
delay is selected as 5, 10 or 15 minutes.

=E
G
WIsP

& Dashboard % Monitoring stat A

& Gateways Gateway (TD) Downtime Status

= Plans e s

X Check-in @ Alert sent gk Waming
.

i Customers

E Codes
£ Monitoring settings A
KX EBilling
Helpdesk The monitor sends an alert when a gateway fails to check-in and another when it resumes,
The hide option removes a gateway from the dashboard, useful for prolonged outages.
¥ Work Orders , , X
The downbime defines how long to wait before alerting. Increase to reduce false alerts.
2 staff i
Email language: English
2 Settings
Alert Hide Dowmntime
7 Show Help . y
Tower 1 (EZ-100G) (779078050 C Sming  ~
) Logout 3 J—
Tower 2 (EZ-100G) (928087188 [ Sminsg W
Tower 3 (EZ-100G) (576ed3fEE8) | Hmins
Tower 4 (EZ-250G) (d70cfecs91) [+ [ Smins
Tower 5 (E7-100G) (2285101251) I | 5mins |
Tower & (EZ-1000R) (0d26b36404 [ Smins v
Tower 7 (EZ-1000G) (6d7052f8d0] | S5mins v
Tower 8 (EZ-250R) (fbalB9B8308) ] | Smins W
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When an alert occurs an email message is sent to the email address specified then the
monitoring is configured.
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Gateway DOWN - Tower 8 (EZ-250R) (fba0898308) 1> inbex x

EasyWISP noreply@easywisp.com yia registrar-servers.com
¥l

to John -

TN S
LA

ISP

This is an automated e-mail from the EasyWISP cloud, you have chosen to be notified when the status of a gateway changes
Gateway Tower 8 (EZ-250R) (fba0&98308) has gone offline,

Thiz could be due 1o loss of Internet at the site or a configuration issue.

You will receive an e-mall when the gateway |s back online.

To reduce false alerts, increase the downtime alert threshold from 5 minutes to 10 or 15 minutes.

To manage your gateways or to change your alert notifications please go to hitps:/admin.easywisp.com

The gateway status is changed in the gateway inventory table to a red color as shown in
the next figure.

@ cGateway status [BEUHEELE T T A

Current status of WISP gateways =
Gateway (ID) Auth # Conn # Status

Tower 1 (EZ-1004G) (775b7=8b50) 0 1 v’
Tower 2 (EZ-100G) (9a80871c38) 1 1 v’
Tower 3 (EZ-100G) (5762d3f288) et 3 W
Tower 4 (EZ-250G) {d70cfcc591) 2 2 '
Tower 5 (EZ-100G) {2285101251) 1 1 w
Tower & (EZ-1000R) {0d2eb3s404) 0 i} ®
Tower 7 (EZ-1000G) (6d7052f2d0) 2 2

Tower 8 (EZ-250R) (fba0828208) 0 0

P ox| <
P
B
1

" % Check-in & Recent reboot & Disabled & Hids
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The monitoring page provides additional information about the status of gateways that
are not communicating with the Cloud.

% Monitoring status A

Gateway (ID) Downtime Status
Tower & (EZ-1000R) 16 hours x
Tower 8§ (EZ-250R) 16 hours x

¥ Checlke-in &= Alert sent A Warning

The easyWISP gateway status is also shown on the display gateway page. The
gateway status uptime display is shown as a red box with the message ‘not checked in’.

P 20T
4 [/J/; i © Display gateway A
v WISP 202 Tower 6 (EZ-1000R) (... V| @ Public IP address: | 73.245.140.55 Firmware: | 1.3.12x
@ Dashboard MAC address: [ 94:09:d3:10:09:9b Enabled: [Yes
& Gats
i Hardware: [EasyWISP EZ-1000R uptime: [ Notcheckedin | ®
£ Plans
% Customers
= Codes
Customers with access to this gateway =
& gilling Name / Company CPE MAC Description Enabled
B Helpdesk
3% Work Orders
¥ onmanng Graph of connected and authenticated (logged in) users over time = Graph of gateway hardware perf e (shows bottlenecks) =
2 staff
& Settings : Now R Now
? Show Help
O Logout || . S
=== Connected === Authenticated w—CPU == RAM
Graph of Internet usage data (all data through WAN port) = All logged in devices with acecss to the Internet (excluding access points) =
MAC address 0S/browser Time left Datain / out Code / User
10 No users authenticated
MNow
S == Down (Kb's) === Up (Kb's)
Down: 48.11 MB Up: 5.31 MB Total: 53.42 MB
All devices connected to the gateway (with or without Internet access) =
MAC address IP address Hostname Block IP Block MAC Allow MAC
88:dc:96:44:98:4a 192.168.109.229 2 No No No

1 users connected

Copyright © Fire4 Systems UK Ltd., 2015 to 2022. All Rights Reserved. 115



EasyWISP User Manual

WispP

The loss of connection will have one of several reasons that have to be diagnosed by
the technician.

o Gateway failure.
e Power loss at the gateway site.
e WAN circuit failure.

When the gateway returns to communicate with the Cloud a message is sent to the staff
advising that the gateway is now communicating.

Gateway UP - Tower 8 (EZ-250R) (fba0898308) 1 inbox »

EasyWISP noreply@easywisp com ¥ia registrar-servers.com
to John =
ECEN/ ™
AW . =l ]
VW AsTOK

This is an automated e-mail from the EasyWISP cloud, you have chosen to be notified when the status of a gateway changes
Gateway Tower 8 (EZ-250R) (fbaD89B308) iz now onling and communicating with the cloud

To manage your gateways or to change your alert notifications please go to hitps:/admin.easywisp.com

Graphical performance data for each easyWISP gateway is shown in the next figure.
e Connected and authenticated users.
e Performance of the gateway % utilization.

e WAN bandwidth us, This parameter is very important as it indicates when the
WAN capacity is at maximum and network congestion may occur.
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© Gateway status

Public IP address: | 73.245.140.55 | Firmware: | 1.3.9yu

MAC address: | 70:b3:d5:e6:94:e6 | Enabled: |Yes

Hardware: | EasyWISP EZ-250G | Uptime: | 18d 22h 46m 10s

Users: 24 hours el
Graph of connected and authenticated (logged in) users over time b
5
MNow
3
a
= Connected = Authenticated
T — =
Graph of gateway hardware performance (shows hardware bottlenecks) =

100%
MNow

50%

— CPU = RAM

I

WAN usage:

Graph of Internet usage data (all data through WAN port)

40
Nowe

= Down (Kb's) === Up (Kbis)

Down: 78.40 MB Up: 16.21 MB Total: 94.60 MB
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The easyWISP Cloud system has a feature to test the circuit through to the subscribers
CPE wireless. This is important when a customer calls and states there is not Internet
service. Testing the circuit to the CPE will identify if there is a problem with the WISP
network or at the customers site. The figure below shows the customer record and the
button that is clicked to test the CPE circuit.
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Customer welcome email:

If an email address is provided a welcome email can be sent to the customer The
email includes a username and auto-generated password to manage their account
via the customer portal page. If the customer has no email address the details can
be printed for the customer.

Welcome subject: | Welcome to our network

Welcome text: [yelcome Bradley Cooper, a
Thank-you for joining our network.

An account has been created for you on our
customer portal at
https://flwisp.wisplogin.com, your login

details are as follows:
b 4

Username: BradleyCooper y

XOO0XX will be replaced with new password

Save welcome text: Save for next customer  Use default

[ == send welcome email | | & Print welcome letter |

Customer provisioning:

Work order: [J Create work order for CPE installation

Assign work to: Unassigned v

P — Please make the following changes

£
Internet access management:
Customer enablad: Internet access allowed
© Racurring plans only, a login code can be created for single use
Internet access plan: Tier 2 v
© Enter same MAC again if access is needed on multiple gateways TEST
) Test access from gateway to customer CPE (results on Monitoring page) CPE
CPE MAC address Description Gateway Allo

1 | e8:40:f2:3b:c5:c3 | | Bradiey Cooper res | [ Tower3(E... v| Y|a

+ Add
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& Dashboard
&= Gateways
= pPlans

‘& Customers
Codes

K= Billing
Helpdesk
% Work Orders
%" Monitoring
Z Staff

R Settings
? Show Help

O Logout

Wisp

The monitoring page is opened to view the status of the CPE test. The result is shown
as red which indicates no connection, as green which indicates a good connection, and
white which indicates that the test is in progress.

¥ check customer CPE/device A

Test CPE devices, tests can take a few minutes, reload page to check =
Gateway (ID) MAC Address (Customer) Reply to 3 ARP pings

Toviar 4 (EZ-2SC-G] I:;j::";-IEfCCEQ‘_: 84:3%:be:64:45:c3 - \’;.l:ai:'r\g for rephy... - x

- Tower 1 {EZ-100G} (779b7=8b50) e0:2a:82:c3:8d:a4 (Daniel Craig) B Waiting for reply... x

Tower 4 (EZ-250G) (d70cfcc591) 24:39:be:64:45:c2 (@ 0ms) (@ 14ms) (@ 3ms] X

Tower 4 (EZ-250G) (d70cfcc591) 08:9e:01:b3:72:61 o

_| On line Replizs missing

D CPE checks can be carried out from the CPE setup section of the customer's page

[ Comms error / Not found
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5.11. Staff.

W

SP

Click on the staff menu entry to list the staff having access to the WISP account. The list

of staff is shown in the screen below.

Wisp

@ Dashboard
&= Gateways
£ Plans

‘& Customers
Codes

E® Billing
Helpdesk
% Work Orders

%" Monitoring

 Settings

? Show Help

() Logout

Name

Anne Hathaway

People with access to manage this WISP account

Role
Customer service
Technical
Technical
Sales
Manager
Manager
Financial

Sales

Last Login

2020-07-30

Enabled
v

CIQ|S[L(L]&(%

([

_

Click on the 'add new user' button to add a staff member to the list of staff who have
access to the Cloud account.

The screen on the following page shows the staff entry display.

The first parameter is a check box that permits the WISP owner to enable or disable

staff.

Each staff member is given a username by the WISP, which is entered into the space

below.

The role entry has a drop down entry with two options, manager and viewer.

Next the personal information of the staff member is entered: including name, email

company name (if sub-contractor), telephone and address.
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Finally the update button is clucked to add the staff member.

ko

I ISP People with access to manage this WISP account

TeasyWISF 2022

& Dashboard
&= Gateways
2= Plans

& Customers
Codes

KR Billing
Helpdesk
% Work Orders
* Monitoring
L Settings

? Show Help

¢ Logout

Enabled: Staff member will be logged out if disabled

Username: |BradPilt | [2]

Reset password. New password will be emailed to stalf

Role: | Technical v]

Role permissions: 1. Update helpdesk tickets and work orders

2. Add, update and remove gateways
3. Update monitoring settings

Name: | Brad Pitt |

Email: | johnesq+Pitt@gmail.com |

Verify Email: | johnesg+Piti@gmail.com |

Company Mame: | FL WISP Inc |

Telephone: | 3055556666 |

Address: | Main Street 883 |

Address (cont): | |

City: | Hialeah |

State: | FL |

ZIP / Postcode: | 33015 |

Country: | us |

Wisp

ES o=

=

The easyWISP Cloud
defines five roles,
where each has
different access
privileges to the Cloud
system. These are
shown in the figure
below.

Copyright © Fire4 Systems UK Ltd.,

Role: | Customer service

v

Manager

Role permissions: Technical

and work orders

[Customer service

Financial
Sales

11 customers

[a o ww—an
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The roles are:
e Manager.
e Technical.
e Customer service.
e Financial.
e Sales.

The manager can enter and modify data in any part of the system. The manager is likely
to be the WISP owner. Each of the other roles has limited access to the system as
follows;

Technical. Role permissions:
1. Update helpdesk tickets and work orders.
2. Add, update and remove gateways.
3. Update monitoring settings.

Customer service. Role permissions:
1. Update helpdesk tickets and work orders.
2. Update customer details.
3. Create login codes & bill customers.

Financial. Role permissions:
1. Update helpdesk tickets and work orders.
2. View customer details.
3. Bill customers.

Sales. Role permissions:
1. Update helpdesk tickets and work orders.
2. Add customers.
3. Create login codes & bill customers.

When the new staff member entry process is completed a password will be send via
email to the staff member.
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5.12. Settings.

(=)

[Z4AY/80
WIispP

The settings page permits the WISP administrator to configure functional settings for the
account. The settings screen is shown below.

ay=

4 — &
@ Dashboard
& Gateways
£ pPlans
& Customers
& Codes
K= Billing
Helpdesk
S Work Orders
% Monitoring
2 Staff
| & setme= |
? Show Help

(& Logout

£ Change password A~

Account details can be changed on staff page =

Current password: I |

New password: I |

Repeat password: | |

Change Password

3 Contact us to change email address or other details

KR Billing settings A~

Setup of payment gateway to bill customers =

P PayPal™ can be used to bill customer subscriptions,
for top-up purchases and hotspot payments.

A PayPal Business account is needed to get API credencials

To create an API signature with your PayPal account:

=

. Log in to PayPal, click Profile under My Account

[N

. Click My selling tools
Click API Access

w

e

Click Request API credentials

[

. Check Request API signature and click Agree

PayPal Business API settings: (providsd by PayPal)

API Username: I |

API Password: I |

API Signature: I I

O Please make a test purchase after changes

Update settings

% Custom page design -~

Design of custom login and portal page =

Business name: I FL WISP Inc |

Account URL: .wisplogin.com

O You can add the URL to the gateway’s allowed IP list

Choose File |No...sen | X %

© Logo will be reduced to max of 100px in height

Background picture: || Choose File [No...sen | X &
transparency / opacity

Business logo:

Background picture:
Box color:
Box title color:

Box text color:

Q Q Q Q

Box background:

[
(=]
[
(=]

Update settings
@ View custom page

[
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Wisp

The first box permits the administrator to change the password. Always create a strong
password using upper and lower case characters, numerals and non-alphanumeric
symbols.

£ Change password A
Account details can be changed on staff page =

Current password: | |

New password: | |

Repeat password: | |

| Change Password |

£ Contact us to change email address or other details

The custom page design box is used to create the subscriber portal page. The box is
shown in the figure below.

# Custom page design ﬁ_.

Design of custom login and portal page o=

Buciness name: | FLWISP Inc |

Account URL: .wisplagin.mm

@ You can add the URL to the gateway's allowed IF fist

Business loge: ||— Erowse... || x X
Background picture: ||— Erowse... || x X
Background picture: m transparency / opacity
Boax color: ‘i\ [

Box title color: @ [

Boox text color: ‘i\ [

Box background: @ [
Update settings

|9\I'iew:'.u5tum pagel

e The business name will be displayed on the login page and can be modified in
the business name box.

e The portal URL is derived from the name provided by the WISP when the
account is created. The subscriber will use the following URL to access the
portal.

wispname.wisplogin.com
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e The business logo is uploaded to display on the login page. The logo is a JPG
and is scaled to 100px x 100px maximum. The logo file size should be less than
50KB.

e A background picture or design is uploaded to display on the login page. The
background picture is a JPG and is scaled to 300px x 300px maximum. The
background file size should be less than 200KB.

e The background picture transparency from 0.1 (very transparent) to 1 (no
transparency).

e The login box color can be changed. Click on the color bar, then select a new
color.

e The login box title color can be changed. Click on the color bar, then select a new
color.

e The login box text color can be changed. Click on the color bar, then select a
new color.

e The login box background color can be changed. Click on the color bar, then
select a new color.

A login screen example for the user portal is shown below. The subscriber's username
was entered by the WISP when the subscriber's account was created. Subsequent to
account creation the subscriber is sent an email with the username plus an auto-
generated password. The subscriber will use the username and password to login the
firt time, and then the subscriber can change the password.
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J ©, Customer portal X [—|— v

) httpsy/fiwisp.wisplogin.com/

Should the WISP wish to permit subscribers to pay for the Internet service on-line using
a credit card the Cloud provides a payment gateway for PayPal™. Paypal was chosen
because this is the only payment gateway that can be used in the 50+ countries where
easyWISP products are sold. The PayPal account must be a business account to
charge credit cards, a standard PayPal account can only be used for sending and
receiving payments with other PayPal users.

When a PayPal business account is created, three parameters are provided:
e Username.
e Password.
e Signature (encryption key).

The three parameters are entered in the box shown below. The update settings button
is then clicked.
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The WISP must make a test purchase before offering the service to subscribers to
ensure that the PayPal account has been set up correctly and PayPal has authorized
the account to receive credit card payments.

E¥ Billing settings A

Setup of payment gateway to bill customers =

PayPal™ can be used to bill customer subscriptions,
for top-up purchases and hotspot payments,

A PayPal Business account is needed to get API oredencials

To oreats an API signature with vour PayPal account:

1. Login to PayPal, click Profile under My Account
2. Click My selling tools

3. Click APT Access

4, Click Reguest API credentials

5. Check Request API signature and click Agres

PayPal Business API settings: (provided by FaypFal)

API Username: | |

AFT Password: | |

API Signaturs: | |

© Please make a test purchase after changes

| Update settings

The Cloud will add country specific payment gateways in future if there is a volume
demand for additional payment gateways.
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5.13. Show Help.

Many display boxes has a character that indicated the box can be
removed or reduced to avoid screen clutter. This character is

shown in the figure below.
)

The character can be seen on most menu screen boxes, as shown in the screen below.

=
e .
ECN/ ™ T ClouddWISP is as easy as 1-2-3 ~
- ,P Do the following to set up a new WISP

& Dashboard 1. Set up a gateway

2, Add an Internet plan
= Gateways .

3. Set up customers
= Plans )

All secthons have a help box whach can be lidden, click "Show Help' to display them all.

& Customers
= Codes
KX Billing
Helpdesk 0 Gateway status JEIEITERELERTTEE LTS EEEE
X Work Orders Current status of WISP gateways

2 Monitoring Gateway (1D

Tovrer 1 (EZ-100G) (779b7Te8b50

Staff
3 Tower 2 (EZ-100G) (SaB0B71cBB
# Set‘l:ingE. Tower 3 (EZ-100G) (576ed3f388)
Towear 4 [EZ-250G) (d70cfocS51)
? Show Help
Tower 5 (EZ-1003) (2285101251
U
@ Logout Tower & (EZ-1000R) (0d26b36404)

Tower 7 (EZ-10003) (§d7052F840)

Tower 8 (EZ-250R) (fbalB3B30B)

w* W Chack-in ' Becant rehoot

10
5
0 i i
25-Agr 02-May 05-May 15-May
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Clicking the symbol reduces screen clutter.

2T Y ~
((K‘[j’ i 0 cateway status DGR A
g TEanyWISP 2023 Current status of WISP gateways =
@ Dashboard Gateway (ID) Auth # Conn # Status
Tower 1 (EZ-100G) {779b728b50) 1 ] v
&= Gateways Tower 2 (EZ-100G) ($280871c88) 1 1 v
£ Plans Tower 2 (EZ-100G) (576=d2f288) v
Tower 4 {(EZ-250G) (d70cfcc591) s 2 W
& Customers =
Tower 5 (EZ-100G) (2285101251) 1 1 v
Codes Tower & (EZ-1000R) (0d26b36404) i 0 o
&3 Billing Tower 7 {EZ-1000G) (6d7052f3d0) 2 2 v
Tower 8 (EZ-250R) (fbaE98208) 0 o v
Helpdesk v X Check-in ™ Recent reboot ® Dizabled & Hids A Alert
X Work Orders
% Monitoring OT Ol ALL GATEWAYS v [l 28 days v
2 staff
2 Settings 5 _
SRS ALL GATEWAYS A 10 logins v v
? Show Help
) Logout
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Wisp

Click on the ‘show help’ menu entry opens boxes that were closed or simplified.

AN O
WIisP

& Gateways
= plans

& Customaers
= Codes

¥ Billing

H Helpdesk

X Work Ordars

' Monitoring

7 Clond4WISP is as easy as 1-2-3

Do the following to set up a new WISP

1. Set up a gateway
2. Add an Internet plan
3. Set up customers

Al sections have a help box which can be hidden, dick 'Show Help' to display them all.

You can also hover the mouse over text and icons for more halp. Click for support.

= Remove this box

Current status of WISP gateways =
Gateway (ID) Auth # Conn # Status
Tower & [EZ-1D00R) [0426536404) i 1 »
Tower 1 (EZ-100G) [779b7e8b50) 0 ] v
Tower 2 (EZ-100G) (9280871c88) 1 1 «
Tower 3 (EZ-100G) (575=d3f888 3 3 ~
Tower 4 (EZ-250G) (d70cfocSs1 2 2 o
Tower 5 (E2-100G) (2285101251) 1 1 o
Tower 7 (EZ-1000G) [647052f8d0) 1 1 o
Tower 8 [EZ-250R) (Foal8oe308) 1 1 w

v X Check-in ' Recent reboot @ Disabled B Hide  dhAlert

ALL GATEWAYS bl B days W

Total number of live logins across all gateways =
15
10
3
0 D
02-May De-hday 168-May 23-Mary
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Wisp

5.14. Logout.
Logout terminates the current session and returns the browser to the login screen.

Usemame: | |

Password: (| ]

Log into account

Create new account

Forgotten password
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6. Customer Relationship
Management (CRM) portal
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6. Customer Relationship Management (CRM) portal.

The Customer Relationship Management (CRM) portal is a service provided by
easyWISP that permits the WISP subscribers to access information about the
subscribers account, to make an on-line purchase of Internet access, and to open a
support request ticket that will be sent to the customer support person. The CRM portal
page is fully customizable. The customization process is described in the settings
section.

When a new subscriber account is created a greeting message is sent to the new
subscriber. The greeting message contains the username that was created for the
subscriber by the WISP, and also contains a password that is auto-generated by the
Cloud. The WISP does not have access to the subscriber’s password. The subscriber is
also advised of the portal URL, which always begins with the portal name chosen by the
WISP when the Cloud account is created.

https://wispname.wisplogin.com

An example of a subscriber-greeting message is shown below.

Welcome to our network nbox x

Fire4 Systems Inc <noreply@wisplogin.com

()

Welcome Bradiey Cooper,
Thank-you for joining our network

An account has been created for you on our customer portal at hitps /' hwisp wisplogin com, your login details are as follows

Usernamie: BradleyCooper
Password: 957d827d

Flease change the password as 500N as you can
You can use the portal 1o check your account, pay and downhoad invoices
Please contact us if you have any guestions.

Thanks
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Wisp

The subscribers opens a browser and enters the URL for the portal. The subscriber will
then see the portal login screen. An example of the portal login screen is shown below.

- 1 Customer portal X l+ v — O X

< - O m | httpsy/fiwisp.wisplogin.com/ pxe = 1 e

Customer portal

Welcome, please log in to access your account

Usemame

.
-
& [Password
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The first time that the subscriber logs into the portal the screen will request the

subscriber to change the password. The password provided my have the following
characteristics

e 8 characters minimum

e must contain at least one number

e must contain at least one uppercase letter
e must contain at least one lowercase letter

If the password does not comply with the minimum requirements the subscriber will be
asked to enter a new password.

The password entry screen is shown below.

|| £ Customer portal X |+ v — () X

&~ — 0O o £ httpsy/fwisp.wisplogin.com/ hx¢ = 7 ©e

Customer portal

Please update your password

]ﬁUpdaﬁepasswotdl

© New password must be at least 8 characters and contain one
number, an upper-case and lower-case letter
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When the subscriber has completed the password process the screen below will be
displayed. The menu has five options.

EasyWISP User Manual

e Account: shows details of the account use

¢ Billing: provides a means of purchasing additional Internet access

e Support: provides access to the ticket system to send a support request ticket
e Password: change the current password

e Logout

3 Customer portal X |+ v — o X

&< - O m £ httpsy/fwisp.wisplogin.com/# ke = L =

Customer portal

# Account
Use of our Internet service consitutes an acceplance of cur Lerms andll i H

[+ Support
& Password
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Selecting the support option from the menu will display the screen shown below. The
subscriber will then click on the button to open a new support ticket.

EasyWISP User Manual

- = Customer portal X l+ v — O X

&< — 0O M ) | https://flwisp.wisplogin.com/?o=support w = 1 e

Customer portal
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The support ticket page adds the name, address and phone number from the
subscribers account. The subscriber then types the subject followed by the message.
An example of a portal support ticket is shown below.

= Customer portal X l+ v - O X
<

2> 8 0 {1 https://fiwisp.wisplogin.com/?o=support] £ 7 e

Customer portal

Your name: Daniel Craig

Email address: johnesq+Craig@gmail.com
Phone number: 445-233-0283 |

Ticket subject: service upgrade

requesting a service upgrade to a faster speed
rlease contact me

Use of our Intermet servics consitutes an acceptance of our terms and conditions

Copyright © Fire4 Systems UK Ltd., 2015 to 2022. All Rights Reserved. 138



EasyWISP User Manual

G
WIisp
When the subscriber clicks the create ticket button the screen below appears with the
auto-reply after sending the ticket.

- 1 Customer portal X l+ v - O X

&< - O @ £ | httpsy/fiwisp.wisplogin.com/?0=support g = L &

Customer portal

Thanks, we'll get back to you as soon as possible

Use of our Internet servics consitutes an acceptance of cur tenms and conditicas
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The password change menu option permits the subscriber to enter the current
password then type the new password twice before clicking update password.

1 Customer portal X l+ v - O X

&< - O @ £ | httpsy/fwisp.wisplogin.com/?0=password# g = L &

Customer portal
A Account |
Change password

Change password

Currant password

New password

Ratype password

© New password must be at least 8 characters and contain one
number, an upper-case and lower-case letter

https://flwisp.wisplogin.com/?o=password
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When the subscriber has finished interacting with the portal the logout menu entry is
clicked.

- 1 Customer portal X l+ v - O X

&< 2> O Mw ) | https://flwisp.wisplogin.com/# hxd = 1 e

Customer portal
# Account
Use of cur Internet service consitutes an acceptance of cur Lerms andll R[N

[+ Support
& Password

https://flwisp.wisplogin.com/?o=logout
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7. Support for easyWISP
customers
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7. Support for easyWISP customers.

Free online technical support is provided for easyWISP WIAP customers. Go to the
easyWISP website and click on the support tab. The Cloud system has been designed
to be very intuitive to minimize the requirement for technical support. We request that
WISP's read this manual carefully before contacting technical support.

The free technical support page is shown below.

auy, 5 4 Home Features Deployment Products Train B Su
ISP ploy ing Buy pport LN

Tech Support Request

Support is provided
Weekdays 9am-5PM (GMT)

Model number:

Firmware version:

Serial number:

Your name:

Your email address:

Explain the problem you are having:

I'm not a robot e

FRCAPTO=A
ey e

We may not be abie to answer all queries
immediately but will iry our best to get
back to you within 24 hours.

Send Support Request
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